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Uncovering the social impact of digital G

steganalysis tools applied to cybercrime
investigations: a European Union perspective
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Abstract

Background European Union (EU) research on cybersecurity is actively developing more efficient digital steganalysis
techniques aimed at uncovering hidden online illegal content in apparently legitimate multimedia files. Beyond issues
such as the design, effectiveness and functionality of the technology, this paper addresses the recently raised concern
of societal impact, which refers to the influence, consequences, or effects, whether expected or not, that a particular
action, policy, or technological advance has on society as a whole or on different segments of society. These impacts
can be broad and multifaceted, encompassing economic, social, cultural, environmental and ethical dimensions,
amongst others.

Aim The aim of this article is to take an exploratory look at the societal challenges and benefits associated
with the use of digital steganalysis tools in cybercrime investigations in EU member states, adopting a dual mixed-
methods perspective.

Methods First, a systematic review of the scientific literature published within 2017-2023, focusing on the soci-

etal dimension of steganalysis tools, including peer reviewed journal and conference papers on steganalysis

and crime (N=55) was carried out. For the second part of the paper, two nominal group discussions were conducted
with experts from Law Enforcement Agencies (LEAs): the first on societal benefits (N=7), the second on societal
challenges (N=6). These consensus-building discussions aimed to identify, quantitatively assess and rank the various
challenges and potential social benefits associated with the use of digital steganalysis tools in police investigations.

Results Findings reveal a widespread oversight in addressing the social impact dimension by tool designers on aca-
demic papers, especially regarding societal acceptance issues. The expert-citizens argued for stakeholders and public
awareness of both risks and benefits of steganalysis tools.

Conclusions This study highlights the current need to consider not only the technological aspects, but also the
profound social dimension arising from the use of these tools, such as public awareness of cybercrime and the ethical
design and use of digital crime investigation tools. Understanding and evaluating societal impacts is essential for mak-
ing informed decisions, shaping policies, and addressing the needs and concerns of diverse stakeholders in various
domains. This multidisciplinary approach is crucial to achieving a more balanced and comprehensive understanding
of the impact of digital steganalysis tools in the field of digital criminal investigation.
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Introduction
Cybercriminals are constantly adapting their methods
to counter cybersecurity measures, and a notable trend
in cybercrime is the increasing use of ‘information hid-
ing’ or ‘data hiding’ to evade detection and prosecution
(Collier & Hutchings, 2023; Wu et al., 2023). Data hid-
ing, broadly speaking, is the process of embedding secret
information within a carrier or cover work to enable
extraction by authorised recipients (Megias, 2020). While
there are many techniques for digitally hiding informa-
tion (Fernandes, 2022), the focus here is on a specific
technique within data hiding called steganography. Steg-
anography, which derives its name from the Greek words
‘steganos’ (to cover) and ‘grapho’ (to write), is an ancient
practice that predates electronic technology (Karam-
pidis et al., 2018). It dates back to 440 BC and was used
by ancient civilisations such as the Egyptians and Greeks,
and during both world wars for covert communication
(Araujo & Kazemian, 2020). Steganography encompasses
various techniques for hiding messages or data in non-
secret digital files, such as messages, audio, images or
videos (Caviglione & Mazurczyk, 2022; Prakash et al,
2021), allowing secret information to be transmitted dis-
creetly between communicating parties (Megias, 2020).
In this respect, steganography is a practice with both
legal and illegal applications. On the legal side, it is used
for secure communication between individuals, banks,
companies, the medical field and military and intelli-
gence operations (Dalal & Juneja, 2021; Prakash et al,
2021). It is also used in multimedia for copyright pro-
tection (Megias, 2020) and access control to digital con-
tent (Araujo & Kazemian, 2020), as well as in electronic
money, radar systems and remote sensing (Prakash et al.,
2021). However, malicious actors use steganography for
nefarious purposes, such as hiding terrorist or organised
crime communications (Dalal & Juneja, 2021; Djebbar,
2021; Fernandes, 2022), distributing viruses (referred
to as “stegomalware”) (Caviglione & Mazurczyk, 2022),
and sharing illegal content, including child sexual abuse
material (Araujo & Kazemian, 2020; Casino et al., 2022).
Steganalysis techniques and tools, on the other hand,
play a crucial role in digital forensic investigations, allow-
ing authorities to detect and decipher hidden evidence.
This hidden information is imperceptible to the human
eye and requires specialised tools and knowledge to
detect. In response, digital forensic tools have become
a key element in the prevention and fight against delin-
quency (Casino et al., 2022; Wu et al., 2020). These tools
allow Law Enforcement Agencies (LEAs) to collect and
analyse digital evidence in criminal cases, increasing the

effectiveness and judicial guarantees of investigations and
the number of convictions (Wilson-Kovacs & Wilcox,
2023; Hughes et al., 2021; Arshad et al., 2018; on the con-
trary, Stoykova et al,, 2022). To achieve this, steganalysis
is the process of systematically detecting, analysing and
extracting hidden information from steganographic con-
tent. It aims to uncover what has been hidden by steg-
anography, to identify the presence of hidden data and, if
possible, to recover this concealed information (Araujo &
Kazemian, 2020; Karampidis et al., 2018). Despite histori-
cally limited attention in the academic literature, the use
of information hiding techniques such as steganography
in cybersecurity has gained increasing scientific interest
due to their growing sophistication (see Fig. 1). In par-
ticular, this development underscores the technical need
for steganalysis tools to evolve as well to ensure effective
detection and analysis of these hidden contents.

However, the technological dimension of the preven-
tion of criminal steganography is not the only notewor-
thy issue for the purposes of this work. Scientific and
policy interest in positive and negative social impact
has been growing in cybersecurity and security studies
over the last decade (Hytonen & Ruoslahti, 2022; Biih-
rer et al., 2022; Burton & Lain, 2020; Davey & Wootton,
2017). In other words, the aim of designers and end-
users should not only be to pursue the beneficial effects
of security research, such as improved health and well-
being, reduced violence and social conflict, reduced anxi-
ety and perceptions of insecurity, increased economic
stability, confidence in financial markets and increased
investment, etc., but also to avoid undesirable negative
outcomes, including the increase in insecurity (Burgess,
2012), as well as the impact on societal values and funda-
mental rights (Christen et al., 2020) or the failure to work
on human-centred solutions (Wu et al., 2023, Hytonen &
Ruoslahti, 2022; Burton & Lain, 2020).

In light of these concerns, this paper is divided into
two sections in order to assess these potential societal
impacts, in particular the challenges and benefits of stega-
nalysis tools applied to cybercrime investigations. The
first section reviews the current state of the art on the
societal impacts of steganalysis tools in the context of
cybersecurity enforcement, based on a systematic quan-
titative analysis of specialised literature (N=55) published
between 2017 and 2023. This analysis reveals a consistent
neglect of the social dimension by researchers. To address
this gap, the second section aims to identify and assess the
potential societal benefits and challenges of steganalysis
tools in combating cybercrime and their impact on end-
users by presenting empirical evidence from two nominal
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Fig. 1 Results of the search “steganography OR steganalysis”in Scopus database (1970-2023: N= 39,042 results).

groups involving LEAs, digital forensic experts and Euro-
pean citizens. The methodology of this consensus build-
ing analysis strategy is rigorously grounded in the social
sciences, and the results provide new insights and chal-
lenges for consideration by key stakeholders.

A systematic review of the specialised literature

on societal impact of steganalysis tools

Data and methodology

A systematic review of literature was conducted in line
with the Preferred Reporting Items of Systematic reviews
and Meta-Analyses (PRISMA) guidelines (Page et al,
2021; Mobher et al., 2009) and (Pickering & Byrne, 2014)
to carry out a quantitative analysis of peer-reviewed
papers on the societal impact of steganalysis research and
techniques. With these studies, a database was built with
the appropriate information to assess the state of the art.
Such a method is recommended for reliable, quantifiable,
and reproducible findings, and for identifying gaps in the
field (Pickering & Byrne, 2014).

Data sources and search strategy

A wide range of databases were used as sources: Pro-
Quest, Springer, Scopus, and Institute of Electrical and
Electronics Engineers (IEEE). They were chosen because
of their broad range of journal papers and conference
papers, the ease of applying filters to the search and their

high reputation as scientific search engines. Specifically,
IEEE was added to the search due to its reputation in
the technology field. The systematic searching was per-
formed during March 2023, thus including papers pub-
lished prior to that date.

The keywords that were used for this study were the fol-
lowing: ~Steganography, Steganalysis, Steganographic,
Forensics, Crime, Terrorism, Pornography, Societal Impact,
Societal Acceptance, Privacy, Data Protection, Sustain-
ability, Discrimination, Fundamental Rights, and so on. But
the search for documents containing all these keywords
provided null results. Therefore, the final search strategy
included the following keywords: “stegan* AND forens*
AND crim*. The asterisk was used as a wildcard Boolean
search operator with the intention of finding every docu-
ment, both in English or Spanish, that contains related
words, such as “steganalysis’, “steganography’, “stegano-
graphic” (techniques), “forensics’, “crime’, “cybercrime’
“criminal’; “cybercriminal’} “criminalistics’; “criminology”
and so forth. One of the databases, ProQuest, gave lower
results using the wildcard “stegan®; so it was decided that
the following keywords should be used for that source:
“(steganalysis OR steganography) AND forens* AND crim*’

For this study, a broader approach that would have gen-
erated significantly more potential results (“...OR crim*”
instead of “... AND crim*”) was ruled out due to the fact
that the study focuses on criminality, delinquency, and
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the illicit use of data-hiding tools. The selected keywords
were determined after filtering out irrelevant papers
and were required to have all three terms with "AND"
to reduce the possibility of finding a large amount of
content that was not focused on the study’s objective.
Despite these efforts, it was still challenging to deter-
mine if a paper was adequate to assess whether the social
dimension was or not addressed.

Inclusion and exclusion criteria
The systematic review was conducted based on the fol-
lowing criteria:

«+ Criterion 1: peer-reviewed full-text papers published
in scientific journals, and conference papers due to
the fact that the main publication venues in com-
puter science are conference proceedings.

+ Criterion 2: documents written in English or Spanish,
both for being the most used language in the scien-
tific field, and specifically, the last one for being the
native language of the authors. However, no papers
written in Spanish were found.

«+ Criterion 3: publications limited in time to the period
2017-2023, for two main reasons: (1) to assess the
most up-to-date contributions (especially in a rapidly
evolving field), and (2) because, according to Fig. 1,
most of the publications are made in this period.

«+ Criterion 4: geographical scope, as papers whose first
author is affiliated or associated with a research insti-
tution in a Member State of the European Union, or
studies funded by EU Member States or the Euro-
pean Commission itself." This criterion was mainly
adopted due to the unique and complex EU regu-
latory framework that significantly influences the
development, implementation and social impact
assessment of online forensic tools, including steg-
anography and steganalysis (Caianiello & Camon,
2021). This framework includes regulations such as
the General Data Protection Regulation (GDPR) and
specific regulations related to judicial forensics (e-evi-
dence), which are significantly different from the
regulatory frameworks or standards in other regions
such as the United States (Caianiello & Camon,
2021), China (Kao et al., 2019) and Russia (Rusman &

! Despite the initial restriction to studies related to EU institutions, United
Kingdom research was included due to its historical relevance and potential
contribution to understanding societal impacts in the EU. This inclusion is
justified by previous UK-EU collaboration, continuity in key research areas,
the cross-border nature of the topics studied, and specific post-Brexit agree-
ments that facilitate research collaboration (in particular in the EU funding
programmes). Each UK study considered for inclusion was assessed indi-
vidually to ensure its alignment with the objectives of the review and its rel-
evance to EU interests.
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Morozova, 2022), among other key countries related
to the scientific literature on this topic. On the other
hand, this criterion addresses practical efficiency and
focus, ensuring that the selected studies are likely to
reflect the nuances of the European social context.
It is in line with the specific interests of the project’s
funders (i.e. the EC), who seek to understand the
societal implications of these instruments within the
EU’ legal, cultural and social framework. Finally, by
prioritising studies with a strong EU connection, this
review aims to produce knowledge that reflects the
complexities of the social impact of these tools in a
European social context, providing an in-depth, con-
textualised insight to inform EU policy and practice.

+ Criterion 5: documents that contain references to
(cyber)crime or security issues related to information
hiding and the development of countermeasures.
This criterion was adopted in order to avoid includ-
ing irrelevant and particularly engineering content
with little or no mention of crime prevention or
security, which does not allow researchers to discuss
or evaluate properly its social dimension.

In addition, after this screening process, other docu-
ments were added which were not retrieved in the query
but were found while searching by authors known for
their interest in the data hiding field, in particular fre-
quently cited papers. In order to follow the same sci-
entific standard and to preserve the most systematic
procedure possible, only full text papers were included
and the exact same screening criteria as in the above-
mentioned search was followed.

Filtering stages and quality assessment

The selection process of specialised literature was organ-
ised in eight stages to be incorporated in the systematic
review. Those stages are outlined in the following flow-
chart (see Fig. 2):

1. The identification of the studies on specialised scien-
tific databases through keywords search.

2. A record after the filters are applied: studies identi-
fied after applying the filters indicated above.

3. Identification of titles duplicated or retracted papers:
filtering and removing duplicated papers (by head-
ings) or identified by the databases as retracted.

4. Locating the context: determined by the affiliation
of the first author or the funding bodies, only stud-
ies related to a European Union Member State were
considered.

5. Abstract screening: scanning the abstracts of the
papers and conference papers to find out whether



Nicolds-Sanchez and Castro-Toledo Crime Science

(2024) 13:11

Identification of new studies via databases

Identification of new studies via other methods

Records identified from:
Citation searching (n = 5)

v

Reports sought for retrieval
(n=5)

!

Reports assessed for eligibility
(n=5)

Records identified through Records removed before screening:
é database searchine: Records removed after applying
g ProQuest (n = 1114) ™ filters (n = 2851)
= Springer (n = 949) Duplicate records_ (n = }15)
5 Scopus (n = 1395) Records marked as ineligible by
= IEEE (n = 483) automation tools (n = 1)
Records screened Records excluded:
(n=974) Not European context (n = 856)
- v
E Records sought for retrieval Records not retrieved
5 (a=118) ™ @=3)
@
Records excluded:
Records assessed for eligibility Other cvberse;untv issues (n = 16)
(n= 83) O —» Computer science developments
not related to security (n = 14)
Pre-publication of papers (n=3)
B - « » -
< Studies included in the review
3
'g (n= 55)

Fig. 2 Flow Diagram of the systematic review

they deal with information hiding, steganography or
steganalysis and crime.

6. Full paper review: full text reading to gain in-depth
knowledge of the content and ultimately to select it
for consideration.

7. Other documents: searching by author’s name or
cited papers not previously included.

8. Studies included in the systematic review.

Once the 88 texts assessed for eligibility were read by
one of the researchers and discussed by both researchers,
33 were rejected as their content did not coincide with the
topic of this review. Many of them do not focus on infor-
mation hiding, but on other cybersecurity and forensic
issues such as bots, robots, criminal profiling, attribution
of attacks, document leakage, mitigation of data loss and
so on. Some others, while focusing on developing steg-
anography or steganalysis tools, or other hiding-detec-
tion computer, do not include any reference to crime or

security matters. Some of the excluded papers were pre-
publications of papers that were subsequently published,
and that are included in the review. That said, all papers
dealing with the subject of “information hiding’, such as
steganography, steganalysis, stegomalware, tampering
of evidence, content forgery, covert channels and imag-
ing device identification methods were included. These
subjects, while focusing on technical developments in
similar domains, allow researchers to address, for exam-
ple, the debate between data accessibility and privacy, so
it was considered interesting to approach this issue more
generally. Otherwise, if only pure “steganalysis as a foren-
sic technique to fight crime” texts had been included, this
systematic review would have been so limited in number
of papers and conference papers that the results would
hardly be reliable.

Thus, there are 33 journal papers and 22 conference
papers, included in this systematic quantitative literature
review, resulting in a total of 55 documents. The papers



Nicolas-Sanchez and Castro-Toledo Crime Science (2024) 13:11

chosen may not specifically deal with the societal impact
of steganalysis, but some do include comments on the
social relevance of these kinds of tools to fight crime,
or some of the challenges they may have to face soon
regarding, in some cases, the technological issues, but, in
others, also the ethical ones.

Data extraction strategy

To respond to the objectives listed above, one of the
researchers extracted the relevant information of all
papers and conference papers included in the review.
Within the first category, the features of the study such
as author’s affiliation and journal/conference discipline
were considered. Moreover, since the subject matter of
the selected studies was not limited to the specific aspect
of steganalysis that would have been desirable to discuss,
it seemed necessary to categorise a range of research top-
ics in order to obtain a broader, richer, and more detailed
picture of the issue.

Utilizing the Societal Impact Checklist for Security
Research (Burgess, 2012) as a framework, the following
categories were adapted to assess the present status of
the societal dimension within steganalysis tools in cyber-
security research. The term ‘social/societal impact’ was
employed as the foundation for assessing the pertinence,
effectiveness, and accountability of this genre of security
research.

First, it was examined if steganalysis research meets the
needs of society:

« That is, whether it addresses documented societal
security needs and if the proposed output meets
them. The criteria for this assessment included
an analysis to ascertain if the study’s purpose is to
improve and enhance security issues and which ones
it focused on.

+ These studies were evaluated to determine if the out-
puts are designed to produce outcomes that can ben-
efit society by providing practical value. Therefore,
both when the purpose of the study is not to create or
assess the effectiveness of a data hiding (or its detec-
tion) tool and when the authors themselves high-
light the limitations of their tools, negative responses
were given, as no practical solutions were produced.
Sometimes, tools are not created but collected from
other sources and compared in reviews, leading to
affirmative responses.

+ Each document was assessed to identify techni-
cal descriptions of the tools under development or
accumulations of techniques, methods and strate-
gies, aiming to gauge the level of descriptiveness and
transparency that the paper intends to achieve.
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+ An assessment was made to determine if the design
of the tool included an evaluation of societal accept-
ance, or at least a brief consideration of whether the
public should have a role in the design process.

+ An analysis was conducted to identify whether the
research addressed threats and dangers related to
society’s security, and which ones it focused on.

Secondly, an assessment was made to determine if
steganalysis research has positive impacts on society (as
societal benefits):

« In order to approach this broad concept, it was ques-
tioned if only specific segments of society will ben-
efit from the research, or if it will be the society as a
whole who will profit from the utilities derived from
the tools. However, this is a complex question that
the systematic review should not answer. So only the
explicit observations of the original authors included
in each paper were taken into consideration. In some
cases, authors may not address this question, or it
may not be explicitly stated in the text, in which case
it was marked as “not specified” Therefore, caution
should be observed when drawing conclusions.

+ The papers’ enhancement of societal values and other
ethical aspects that refer to the idea of societal ben-
efits of steganalysis research was also examined, to
understand how the regulatory framework and social
context shapes cybersecurity research, and, in par-
ticular, steganalysis research. This needs to be clear in
this systematic review, as it was more than frequent
to not see any explicit reference in the texts to these
specific principles. That does not mean that they
were not a backbone of the research or that authors
did not consider societal benefits can be pursued. It
means that they just were not mentioned. Providing
an implicit and subjective appraisal of these values
would only render this review not reproducible and
biased. However, there were some analysed contri-
butions that tended to focus more on this particular
aspect than others did, albeit in different terms, and
that also needed to be identified as clearly as possi-
ble. This is a limitation of this systematic quantitative
literature review, but it was felt necessary in order to
avoid achieving such results.

Finally, an examination was conducted to look into the
potentially negative societal effects that may be caused as
side effects of steganalysis research:

« In particular, in a similar but opposite sense to the
previous category, the aim was to assess what poten-
tial negative impacts could result from steganalysis
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research applied to cybercrime. This may include the
impact on fundamental rights, social values, potential
discrimination against certain groups that may result
from the proposed research, and so on. The same
considerations as above apply here, as the aim is not
to demonstrate this possibility, but to explore the
views and perceptions of the authors on this issue.

« Finally, any specific measures taken or reminded by
the researchers to ensure compliance with human
rights and to ease its negative impacts, if any, were
gathered.

The encoding of the categories for each variable was
designed based on an initial reading of the documents
subject to the review, so as to be able to encompass the
different topics of the papers in the most detailed and
summarised way possible.

Quantitative results

As included in Table 1, the literature reviewed revealed
a clear lack of interest in addressing social issues related
to steganalysis uses. The papers are mainly published in
technology-oriented journals, with a clear focus on pro-
ducing practical results in the form of tools, regarding
different (cyber) security threats and needs that justify
the research on developing steganalysis, such as authen-
ticity of digital content in relation to the criminal use of
steganography, forensic investigations in crimes with dig-
ital evidence, or data protection in cyberattacks.

From a technical and descriptive point of view, vari-
ous image or video steganalysis techniques, includ-
ing visual attacks, signature-based methods, structural
analyses, statistical examinations, spread spectrum
techniques, blind probing, and so on, are developed,
tested, or mentioned to reveal hidden information.
Within this landscape, deep learning techniques are
occasionally mentioned for their effectiveness and
growing importance. A set of studies focuses on devel-
oping data hiding techniques, while the others test
them against countermeasures. Continuously, the con-
cept of wardens emerges as a prevalent countermeas-
ure against the illicit sharing of data across networks.
In the field of digital forensics, part of the research
efforts is focused on preserving the chain of evidence
while investigating possible tampering of legal evidence
or trying to identify the source device of images or vid-
eos to ensure the reliability of such critical data. On the
other hand, the emergence of stegomalware, a mali-
cious technique that exploits data hidden in apparently
innocuous files, is noted in scientific discourse and is
rigorously tested against developed defence strategies.
In the context of copyright management, watermarking
protocols and advances in steganography are proving
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beneficial, while also facilitating the verification of the
originality and attribution of ownership/authorship of
images in the context of digital forensics. Each of these
tools and methods plays a specific role in the field of
steganalysis, providing solutions to challenges such as
secure communications, copyright protection and digi-
tal forensics. The variety and complexity of these tools
highlights the rapidly evolving nature of steganography
and steganalysis technologies.

However, none of the selected research addresses soci-
etal acceptance, and, in general, it can be said that the
societal dimension is not adequately covered. That said,
we can identify from the research some of the potential
societal benefits that can derive from steganalysis devel-
opments, such as the enhancement on the protection of
human rights (ethics and protection of personal data),
as well as the strict observance of international chain of
custody laws, the improvement of cross-border coopera-
tions, or the strengthening of public accountability and
transparency. On the other hand, issues such as poten-
tial negative discrimination, negative impacts on rights
and values, and ways to overcome these legal and ethical
challenges are not sufficiently discussed throughout the
texts, with brief and scarce mentions to privacy and data
protection (such as illicit cloud-based invasions of the
privacy of non-suspects via indiscriminate decryption of
data), among other challenges or potential societal harms
of steganalysis research.

Certainly, it is important to recognise that the reluc-
tance to address social and ethical issues in academic
papers (and especially conference papers) may be due
to space constraints, which often prioritise technical
aspects and results over broader ethical or social con-
siderations. In addition, researchers may assume that
ethical considerations and compliance with fundamental
rights are implicitly understood or covered in the ethical
review processes of their own research projects or insti-
tutions. This could explain the lack of explicit reference
to these issues in published papers. However, it is also
possible that there is a prevailing perception within the
steganalysis community that societal impacts and ethi-
cal considerations are secondary to the primary technical
focus of their research. Academic culture and publication
norms may contribute to the omission of these aspects.
Researchers may not be fully aware of the potential soci-
etal implications of their work, or may lack a framework
for systematically assessing and addressing issues such as
stakeholder engagement and societal acceptance, or the
presence of discriminatory biases that may have been
unconsciously transferred from designers to software.
This highlights the importance of promoting interdisci-
plinary collaboration and ethical reflection within the
field of steganalysis to ensure a more comprehensive
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Table 1 Summary of quantitative results of the systematic review of steganalysis literature

Copyright violations

Category Variables Modalities N %
General information Field of publication Technology 19 35
Security 18 33
Computing sciences 15 27
Information sciences 14 25
Forensic sciences 8 15
Multimedia development 7 13
Imaging techniques 5 9
Other 5 9
Communications 4 7
Electronics 1 2
Ethics 1T 2
Research topic Digital content originality 15 27
Evidence in criminal courts and forensic labo- 15 27
ratories
Steganography 11 20
Image forgeries detection 9 16
Imaging device identification methods 7 13
Stegomalware or covert channels detection 5 9
Covert channels 5 9
Steganography and steganalysis 4 7
Review of digital forensics challenges 4 7
Review of stegomalware and its detection 3 5
Review of steganalysis techniques 1 2
Review of steganography techniques 1 2
Steganalysis 12
Steganalysis research meets the needs of society Societal cybersecurity need(s) addressed Ownership and authenticity of digital content 23 42
Data protection (cybersecurity) 23 42
Justice (forensics) 21 38
Linkage of forensic investigations 7 13
Public security 2 4
Privacy of criminal investigations sensitive data 1 2
Border control 1 2
Research output Yes: tool developed 35 64
Yes: tools collected 12 22
No 8 14
Description of tool(s) Yes 47 100
No 0 O
N/AP 8 -
Societal acceptance assessment Yes 0 0
No 47 100
N/AP 8 -
Threats addressed Crimes with digital evidence 17 31
Cyberattacks 17 31
Criminal use of steganography 15 27
Privacy leakages 4 7
Fake images 3 5
Fake news 3 5
Terrorism 3 5
2 4
2 4

Fraudulent documents
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Table 1 (continued)

Category Variables Modalities N %
Tampering of evidence 2 4
Scientific misconduct 1 2
Impersonation and fake profiles 1 2
Money laundering 1 2
Contract cheating 1 2

Steganalysis research has positive impacts Segment(s) of society benefitted Specific segments: digital forensic community 2 4

(benefits) on society
Specific segments: content owners 2 4
Specific segments: academic staff 12
Specific segments: victims 1 2
Specific segments: social networks users 1 2
Specific segments: big companies 1 2
Society in general 7 12
Not specified 40 72

Identified societal positive impact(s) Yes: human rights (ethics and protection of per- 6 11

sonal data)

Yes: strict observance of international law (chain 4 7
of custody)

Yes: public accountability and transparency 3 5
Yes: cross-border cooperation 3 5
Yes: protection of the rights of the child 1 2
Yes: sustainable development 1 2
Yes: protection of external borders 1 2
Yes: psychological wellbeing of young people 1 2
Yes: mitigate economic risks 1 2
No 44 80
Steganalysis research does not have negative Identified societal negative impact(s) Yes: privacy and data protection 4 7
impacts (challenges) on society
No 0 0
Not specified 51 93
Mitigation/minimisation measures Yes: gathering and use of evidence rules 3 5
Yes: data storage, protection and processing 2 4
guidelines
Yes: European law 2
Yes: legal and ethical requirements of cloud- 1 2
service-providers
Yes: confidentiality case levels 12
Yes: confidentiality agreements 1 2
Yes: “responsible encryption” 12
Yes: forensic standardization (1SO) 1T 2
No 51 93

2The percentages have been calculated in relation to the total number of studies reviewed (N=55). For this reason, there are variables that can exceed 100%
when different modalities occur at the same time as field of publication, research subject, societal cybersecurity needs, threats, beneficiaries, positive impacts, and
mitigation measures

B In the variables where “N/A"is included, the percentages have been calculated in relation to the total number of studies that created or mentioned tools (n=47). For
this reason, the “N/A” papers are not included in these calculations

understanding and communication of the societal dimen-  Table 4. Considering all of these results, the following

sions associated with this research. section is therefore intended to address this gap in the
In addition, the data extraction spreadsheet of the full literature.

sample of studies reviewed can be found in Appendix I:
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An evaluation (through mixed methods) of social
benefits and challenges of steganalysis tools
Methodology of nominal groups

Given the limited societal benefits and challenges asso-
ciated with the use of such tools and techniques in
crime prevention found in the systematic review, it was
decided to use the Nominal Group Technique (NGT)
with LEAs and digital forensics experts to fill the lit-
erature gaps identified in the previous section. This
mixed-methods technique, originally developed by Del-
becq & Van de Ven (1971), is one of the most appro-
priate methods for gathering information in situations
where no prior data is available. This type of research
allows for the exploration of questions that may not be
best answered by purely quantitative approaches due
to technical complexity or limited information avail-
able, and has an exploratory nature that can uncover
dimensions that would otherwise be overlooked (Bach-
man & Schutt, 2017; Bush et al., 2020). In contrast, a
large-scale survey to measure the societal benefits and
challenges of these tools was deemed inappropriate due
to the technical complexity of steganalysis topic and
the limited information publicly available, making the
results impractical. Instead, this methodology was used
to capture the perspectives of experts in the field of
digital forensic investigation tools (who are also Euro-
pean citizens who may be affected by the use of these
tools). However, it is important to note that due to the
limited availability of a sample of experts from LEAs,
it was decided to conduct two nominal groups (one for
positive impacts or benefits, one for negative impacts
or challenges), thus making the study exploratory in
nature. Certainly, this may be a limitation in terms of
the ecological validity of the results, but the purpose of
the nominal group technique is different, as mentioned
above.

It can be thought of as a variation on small focus
groups that are brought together in order to reach a
consensus that can be quantified. Information is gath-
ered by asking individuals to respond to questions
posed by a moderator, and then participants are asked
to prioritise the ideas or suggestions of all group mem-
bers. The suitability of nominal groups for our purposes
lies mainly in their nature as a consensus-building
method, which is defined below:

“‘NGT is a highly structured technique combining
characteristics of an individual survey and a focus
group. Its structure limits researcher influence
and influence from group dynamics. It increases
the likelihood of equal participation for all group
members and equal influence of (conflicting) val-
ues and ideas. NGT can be used in an exploratory
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(phase of a) study, can be used to generate hypoth-
eses about topics which are relatively unfamiliar
to the researcher, or to become familiar with the
ideas found to be relevant to a research population
that is socially and culturally different from the
researcher. NGT is particularly relevant in applied
research as a decision-making tool and as a con-
sensus method” (Vander Laenen, 2015, p. 11).

In summary, the process prevents one person from
dominating the discussion, encourages all members
of the group to participate, and results in a set of pri-
oritised solutions or recommendations that represent
the preferences of the group (De Ruyter, 1996; Hugé &
Mukherjee, 2018; Vander Laenen, 2015).

In this regard, for the second part of this study, two
nominal groups were conducted for the evaluation of
key socio-economic, moral and legal factors potentially
influencing the design of steganalysis tools and their
positive and negative impacts on end-users. The aim of
these groups was to use this consensus building method
to formulate recommendations for the improvement of
steganalysis tools and methods within the UNCOVER
EU project.

The session was structured as follows, and it was
briefly explained to the participants:

+ Define the task: in the form of a question about
societal benefits and challenges, in writing and vis-
ible to the group, ensuring that it is understood by
everyone.

o Individual generation of ideas: participants were
asked to individually write down in the chat 3 words
or sentences related to the question, for 5 min.

+ Record all ideas: they were typed into an Excel file
by the moderator while sharing the screen.

+ Clarify and discussion of ideas: for 20 min, each
of the ideas generated was addressed in order to
obtain clarification: similar ideas were grouped,
rephrased and merged, or divided into several ones.

+ Rank or prioritise ideas: individually, each participant
selected what they considered to be the top 5 societal
benefits/challenges and scored them from 5 points
(top 1 benefit/challenge) to 1 point (top 5 benefit/
challenge), giving a different score to each of them.

+ Quantitatively determine priorities: when these
scores were typed into the Excel file, it automati-
cally showed quantitative results. The moderator
also explained to the participants what these results
meant.

There was a single session divided into two parts cor-
responding to the following questions:
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1. Considering both your professional experience and
your condition as a European citizen, what do you
identify as the main societal benefits faced by stega-
nalysis tools?

2. Considering both your professional experience and
your condition as a European citizen, what do you
identify as the main societal challenges faced by
steganalysis tools?

With regard to the characteristics of the participants, a
sample of LEAs and digital forensic experts belonging to
the UNCOVER EU project consortium was selected. At
the beginning, 7 participants participated in the "societal
benefits" nominal group, which is a good number consid-
ering that the number of participants in a nominal group
session is recommended to be less than 8 participants
(De Ruyter, 1996; Hugé & Mukherjee, 2018; Vander Lae-
nen, 2015). In the second part of the session, the nominal
group on societal challenges, one participant had to leave
due to an urgent matter, leaving 6 participants. Similarly,
the nominal group session was conducted via online
video conferencing a few weeks after the systematic
review was conducted, and lasted 140 min (60 min each
with a 20 min break). Prior to the session, the activity was
ethically reviewed within the project and all participants
gave their informed consent.

Nominal group results on social benefits of steganalysis
tools

The first set of ideas discussed by the participants per-
tains to the societal benefits of steganalysis tools. Ini-
tially, there were 16 ideas proposed by participants, but
this was eventually narrowed down to 9. Some ideas
were duplicates, like those related to “getting informa-
tion about crime, “proving crimes,” and “providing
court-proof evidence” Others were merged due to their
similarity, such as “cooperation between law enforcement
agencies (LEAs) and forensic institutes” and “coopera-
tion in Europe” involving academia, industry, and other
institutions. A few ideas about improving police work
and providing better methods for LEAs were also com-
bined. Some ideas were excluded for being too broad or
not fitting the concept of “societal benefits” Certain con-
cepts were clarified and debated, like “catching bad guys,’
which was divided into three separate ideas. Similarly,
“treating people fairly” was distinguished from “provid-
ing a quicker and better response from LEAs”

The most rated societal benefit, both in terms of the
number of points and the percentage of participants
who supported it, was idea number 9 (“understanding
the real size and impact of the problem”). Idea number
4 (“better scientific understanding of the world around
us”) ranked third in the number of votes. This suggests
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that steganalysis tools can assist society in understand-
ing the workings of data hiding, the types of hidden ille-
gal information, and their societal impacts, rather than
solely in apprehending suspects or providing court-proof
evidence. In second place was idea number 7 (“creating a
safe environment for everyone"), which also connects to
these notions but in a more general sense by improving
overall societal security and trust in communication. Idea
number 8 (“establishing confidence and trust in LEAs")
was not highly voted but still ranked among the top five
benefits, indicating the importance of improving pub-
lic perception of law enforcement agencies (LEAs) and
enhancing their cooperation with citizens in Europe (idea
number 5). Conversely, ideas number 6 (“police treat-
ing people fairly”) and 3 (“providing a quicker and bet-
ter response from LEAs than manual intervention”) were
the least emphasised in this analysis. However, it is noted
that these ideas should not be disregarded as they were
brought up during the discussion. All this information is
detailed in Table 2 below.

Nominal group results on social challenges of steganalysis
tools

In terms of societal challenges in steganalysis, the dis-
cussion began with 10 ideas, and one more was removed
during the discussion, resulting in 9 ideas (see Table 3).
This round of discussions was more demanding, with
fewer participants. Some ideas were merged, and oth-
ers were removed. There was a debate about the balance
between privacy and security, especially related to the
use of steganalysis by law enforcement.

The most voted societal challenge, both in terms of
points and the percentage of participants who supported
it, was idea number 7 (lack of knowledge about the exist-
ence of steganography and steganalysis tools). It was
ranked highly by everyone in the sample, with 50% con-
sidering it the top challenge. This indicates a consensus
that there is limited knowledge about these tools, and it
might need to stay that way to maintain their effective-
ness against criminals. The lack of knowledge hampers
research by academia and limits implementation by law
enforcement agencies (LEAs). This relates to other chal-
lenges like demonstrating the efforts made in steganaly-
sis, informing and training relevant parties, finding a
balance between legal use, and trust in government/LEAs
using these tools. Ideas number 5 (reliable results from
steganalysis tools), 4 (building and maintaining state-of-
the-art understanding and use by non-criminals), and 6
(proving the respect of chain of custody) are more tech-
nically related challenges in steganalysis development.
While not the top challenge, the reliability of results gen-
erated by steganalysis tools is considered a significant
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concern, especially in providing valid proof in court
proceedings.

In summary, participants believe that improving the
technical aspects, along with raising awareness about
steganalysis, can help overcome the challenges. This not
only addresses technical limitations but also the reluc-
tance of stakeholders and society to rely on these digital
crime investigation tools. That idea can be translated into
a potential harm of steganalysis development, as creating
something that civil society do not trust, with concerns
about potential invasion of privacy rights, can potentially
lead to societal rejection and discontent, both from the
public and from key stakeholders.

Discussion and conclusions

In the last decade, considerable progress has been made
in the tools of steganography, a technique for hiding
information in digital files, as well as in its technological
interest in the scientific and practitioners’ community.
However, digital forensics to detect (and potentially pre-
vent) this type of cyberthreats have not only a technical
dimension, but also societal issues of paramount impor-
tance. Throughout this paper, the need to approach this
latter aspect from a rigorous and scientific evaluation has
been taken as a starting point, in order to obtain quality
evidence to assess the balance between the social bene-
fits and challenges of these steganalysis tools. The ambi-
tion of this paper is to, from a European perspective: (1)
establish, for the first time, the state-of-the-art on the
social impact of steganalysis tools through a quantita-
tive systematic review; and (2) obtain empirical evidence
on the expert-citizen consensus on the challenges and
social benefits of steganalysis tools through mixed meth-
ods (i.e., nominal groups). While the systematic review
showed that these societal dimensions of digital steganal-
ysis tools have not been adequately addressed by most of
the previous scientific literature, only a few papers have
partially developed these aspects (ethical issues: Casino
et al,, 2022, Stoyanova et al., 2020, Caviglione et al., 2017;
privacy needs: Casino et al., 2022, Stoyanova et al., 2020,
Caviglione et al., 2017; privacy invasions in the cloud:
Odebade et al.,, 2017; confidentiality agreements: Stoy-
anova et al., 2020; chain of custody preservation and
cross-border collaborations: Casino et al., 2022, Stoy-
anova et al.,, 2020; transparency of forensic tools: Stoy-
anova et al., 2020; explainability of procedures: Casino
et al,, 2022, Caviglione et al, 2021a; and legitimacy of
solutions: Caviglione et al., 2021a).

From this work, the nominal groups aim to fill this
large gap in the literature with empirical evidence. They
also aim to validate what has been reported in other stud-
ies with new data in the following areas: (a) Improving
the security of society by understanding how the criminal
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activity of data hiding works (“data hiding trends’, Cav-
iglione et al., 2021a), what kind of illegal information is
hidden and to what extent it can harm society (“chal-
lenges for forensics’, Ghanmi et al., 2021; Yari & Zargari,
2017) is the main benefit of steganalysis; and b) Rais-
ing awareness of the data hiding paradigm and the tools
to combat its criminal use, both technically (“pursue
explainability’, Caviglione et al., 2021a) and among stake-
holders (“understanding between all the actors involved’,
Casino et al., 2022) and the public (“trade-off between
users’ right to privacy and the success of the forensics
investigation’, Stoyanova, 2020; Odebade et al., 2017), is
the priority societal challenge of steganalysis.

Our findings also help to confirm the claim that social
impact assessment is crucial in cybersecurity research,
as these policy areas are typically characterised by lim-
ited public transparency, justified by confidentiality and
national interest, which often excludes stakeholders and
hinders public acceptance of such measures, thus lead-
ing to suspicion (Wadhwa et al.,, 2014). It is also worth
noting some concerns that European security research
projects prioritise international techno-military indus-
trial advances over addressing local and urban issues,
which are closer to citizens and their (in)security expe-
riences, or tackling the root causes of crime (Davey &
Wootton, 2017). Nevertheless, the European Union’s lat-
est research and innovation funding programme, 'Hori-
zon Europe; clearly recognises this concern, stating that
in the field of security research, it is crucial that projects
take into account human factors and societal contexts,
while respecting fundamental rights such as privacy and
the protection of personal data. The involvement of citi-
zens and communities in assessing the societal impact of
security technologies is essential to enhance the quality of
research and public confidence. The integration of social
sciences and humanities (SSH) and social innovation in
security research is fundamental, as it fosters active citi-
zen participation and promotes social change and own-
ership (EC, 2023, p. 8). While societal considerations are
consistently overlooked in scholarly papers dedicated to
stego-issues, it may be reasonable that within such a tech-
nical discipline, these aspects are confined to the ethical
review processes, mandatory in all projects conducted in
the European Union and institutions bound to its legal
framework. Nevertheless, for the purpose of disseminat-
ing results and fostering increased social and end-users’
acceptability of these technology solutions, additional
time, tasks, and content should be allocated for the aim
of ensuring a positive social impact, extending beyond
purely technical advancements in computer science.

In conclusion, digital forensic tools in general, and
advanced steganalysis tools in particular, are crucial for
preventing and fighting cybercrime. However, it is also
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Table 2 Summary of nominal group results on social benefits of steganalysis tools

Votes Participants
Ideas Points % M N %
1. Getting useful information to identify suspects 7 67 10 4 57.1
2. Providing court-proof evidence 11 105 16 5 714
3. Provide a quicker and better (accuracy and reliability) response from LEAs than only manual intervention 9 86 13 2 286
4. Better scientific understanding of the world around us (data structures and communication strategies): being 14 133 20 4 57.1
able to detect and decipher hidden messages in order to understand which information in particular is impor-
tant to people using steganography
5. Improvement of cooperation in Europe (academia, forensics institutes, LEAs, industrial, policy makers, military 6 57 09 4 57.1
intelligence, etc.)
6. Police treat people fairly 3 29 04 1 14.3
7. Creating a safe environment to everyone 16 152 23 4 57.1
8. Establishing confidence and trust on LEAs 13 124 19 5 714
9. Understanding the real size and the impact of the problem 26 248 37 6 85.7
Total 105 00 - 7 -

Table 3 Summary of nominal group results on social challenges of steganalysis tools

Votes Participants
Ideas Points % M N %
1. No balance with legal use (stego as privacy/security tool) 2 22 0.3 2 333
2. Non-disclosure to society: security by obscurity (LEAs can't or don't want to share everything 18 200 30 5 833
they know)
3. R&D/LEA efforts made in this field vs. its cost 13 144 22 4 66.7
4. Building-up and maintaining state-of-the-art understanding and use (by non-criminals) 8 89 13 4 66.7
5. Results generated by developed tools are reliable 18 200 30 5 833
6. Provide proof that CoC is respected (and built trust in process) 1 1.1 0.2 1 16.7
7. Lack of knowledge of the existence of stego as well as tools 21 233 35 6 100.0
8.Trust in government/LEAs in using the developed tools/techniques 0.0 0.0 0 0.0
9. Informing and training relevant parties 10.0 1.5 3 500
Total 90 100 - 6 -

important to consider the social impact and to ensure
that they are used in a legitimate and responsible man-
ner towards citizens. In addition to the benefits in terms
of improved prevention and response by LEAs to these
forms of cybercrime, this could include issues related to
the potential privacy breaches through the monitoring
of citizens’ online activities; the potential risk of misuse
by researchers or investigators, which could have serious
implications for fundamental rights, civil liberties or the
fair democratic processes; or the challenge in ensuring
transparent and accountable use of these tools by authori-
ties as a key element to maintain their legitimacy, among
other negative social impacts. It is hoped that this work
serves as a beginning point for the development of future
research in this particular aspect, both within and out-
side the European context. Particularly relevant is to go
beyond the European framework, for this study is limited

by research and participants bound by European inclusion
criteria.

Accordingly, LEAs and other security authorities need
to take all possible precautions when designing, imple-
menting or using these digital forensic tools. They need to
work closely with social, ethical, legal and policy experts
to ensure that they meet the highest standards and that
decisions are taken in the most legitimate and procedur-
ally appropriate way. In consequence, any technological
innovation, especially when it comes to preventing crime
and improving public safety, must be accompanied by a
rigorous and scientific assessment of its social impact in
order to ensure a safe and just democratic society.

Appendix |
See Table 4



Page 14 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

sbewl| paiddns ayy woly BuiALep

le ‘PoYIBW |-INGOSA 243 Buisn Andas
19119¢ pue Aldeded moj JO ansst Yyl
ssaippe 03 A1Ndas eixa pue Ajibe

s3I 10} sanbiuydal uondAnus omy ayy
Bunedwod 'vSY 1B #DY Se LaNs spoyiaw
1UBI3YIP OM] BUISN AIND3S BIIXS 10}
uondAiu Jo Jake| e buiA|dde sayy
"LIB1S 93 18 dING B A|LUPSSSD3U JOU S| 1ey)
3|y Ml e WIOJ) S31eUIBLIO ‘(S|qel[a1 20w
uanoid si 31 se) sajy diAg JO 195 e 0lUl
2IN235 S| B1EP 2121035 IDYM ‘POYIIW

oiydesbouebars paanquisip ayi buisn S61'97-181'9¢
SIUBWILISAXD M) B I3)Je PIAJOAS 1eU) (9€-5€)6/
yoeoidde adAiooid pasodoud ay | ‘suonpolddy
‘uon3304d e1ep Ino oy Aydeibouebais pup 5j00]
J24N23S S1ePOWW0dDE 0} speibdn ue sal101 pIpaw Ny
SpaaU UOILIOISIP pue A|ige1dalep ‘Al -eloqe| oIS dINg Jano Ayd
-deded Y3 2ISYM ‘WIOJSURI| UISOD) 21310 -Uaioj pue -eibouebals
-sIg Buipnpul ‘spoyiaw s,Aepo1 Jo sassau $1In0d> painguIsip
S{eIM Ulew ay3 dsiuiulw 03 yoeoidde |eulwLD Ul Buisn Aoeded
J1ydesbouebais paINgUISIp MauU e JO SIsls (An2as19gAd)  3duspIAg olydeib
-uod ABojopoyisw 3y "UOIHO0ISIP pue uopdsjoid eleg  ‘Ayjeulbuo -ouebaig
SIBUMO Ajige1da1ep ybiy ‘Adeded moj Jo RUEXVIen] 1US3U0D Buiroidw
JUSIUOD  SydeNRIRgAD SaNssI 3y aroidull 03 (| 378 dINgG 10 [eubip jo Aul eubiag ‘(0200 'H
syuswbas 'SUoe|oIA Aydeibouebaig painguasiq) -dINGosa padojeAsp  -dnuUayine pue ‘Aydes juswdojenap wopbury ‘ueluazey 9
ON  payidads 10N OoN oyads 1ybuAdod OoN pajed poyiawi diydeibouebHals |00} :SaA diysisump  -bouebaig elpawnniy payun "] ‘olnely
96-58
‘09221 j0A 20U
-2§ Jaindwio)
Ul S210N 91n12a]
0c0c 43710 "uon
-dpJa)u| pup
‘Kujppowyniy
“Kyponbuliny
Jayissep EEY]
15910} WOpUEJ € A|9WeuU ‘paulquuiod |DIUBWILIAXT
u29q aney salbarens Aeruawa|duwod ‘(sp3) e 19
19410 1nsai poob e apiaoid 03 S9|N siziedwely
JU3IDLYYNSUI 24 24341 USYM ‘A||ruonippy W UJW1SAS
‘abessaw 10 3|y dY1dads e BulAjnuspl Jo paseg-a|ny
asodind ay3 yum pauysp sem ssjni Jo pa1ybiap e
2OU3PINS 195 B '|[9pOW UDea 104 'S|9poUl paseq Buisn uon
[eUBIP Yum -3|nJ pasi|eDads Jo UOIIRISIYDIO Ue UO -d919( AIabiod
sawD paseq sl uoiN|os Ulew ay| “uon 3114 (0202)
‘Aydel -2319p AIabuoy Joj pasn sayoeoidde [UeibEIETS) A1ndag <1 "RIBAIIO
-bouebais Jo 1URJaIP 9Y) s9|quuasse 1ey)  padojaasp (sa1s salablio) 'S9OUDIDS uleds 19 “O "epiefeq
ON payadsioN ON  PaynpadsioN  asn [eulwid OoN WR15As paseq-a|ni 1yblam y |001 1S9 -Ual0j) aonsn( abeuwl| Bunndwod ebnuod Y[ ‘eplRwly
(s)1>edwi (s)1>edwi passaippe
sainseaw aAnebau aanisod panyauaq JudWISSISSE (s)paau
uonesiwiuIw |e3a1d0s |e3aos £32120s jJo passaippe  a>ueidane indino  K3undasiaqhd o1doy  uonedygnd
Juonebmy paynusp| paynuap|  (s)uswbas sjealy) |e3aos (s)]003 jo uondusaq Yoieasay |e19120S  ydaeasay jopley4 Anuno) ERITEIETEN|
£131>0s uo (sabudjjeyd) £191>0s uo

syoedwi aanebau aney Jou
S90p Yd4easal siskjeuebols

(siyauaq) sydedwi aanisod
sey ydieasai siskjeuebals

191205 JO spasu ay) s193W Ydieasai siskleuebans

uoew.oyul [RIBUID

MB3IADI D1eWIR1SAS 21N1RIR)| SIsAjeuebals Jo 1ayspeaids uonoeiixa exeq  ajqeL



Page 15 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

2dU0 1e

8el-LCL
'TECE L Jon"du2
-5 Ja1ndwio)
Ul S310N 24n1237
'7zoz dviol
'ccoc dvIol -
bujssasoid pup
sisAipuy 2bow|
'(sp3) ‘equiol

S955R|D U1 |8 YSINBUISIP 0} SaL1} 4 'e[|oulieq
Juswiadxa puodas syl 3jiym ‘sabew; WD 097 W
|eUIBLIO 943 Ylim 43|y 3]Buls yoes ‘ueisig D
S21edWOd JUBWNRAXS 1514 341 'NND ‘OIS S (U]
paidepe ayj uleJ) 01 SiuSWILISAXS JU ‘Buiyonolay
-1941p OM1 Ul sabewl 000’0 95943 asn abew| bul
Aoy ‘uay "dde Bunips abew ue ‘pass -12818 10}
-deug Buisn s1a1|y JUISHIP SUIU YIM yoeoiddy
sabewl 000 | ssadoid Aayy ‘Ajjeoyipads puluiea]
9|doad “Jl UleJ] 01 135 e1ep e 31eald pue sabew daag v - siyL
BunoA jo g9Y JO urewop 3y 01 (NND) Siomiau JUIUOD sanbjuyday yonoy(al) y,ued
Bulag|jom |BINSU [EUOIIN|OAUOD UMOUS-||oM e [eubipjo Ay uondalep Buibew Nn(zo)d
1e2160]0y2Asd 1depe Asy ‘Buiydnolal 9beWI Jo UON  padojaAsp  -dhUSYINe pue sa1ab.0) 'S90URIDS /MoYds R
ON payidads 10N S9N payidadsioN  sebew axeq OoN -lubod31 dIPWIOINE U J0J UORN|OS ¥ |00 :SSA diysisumo abeu| punndwod elIsny “q 1lewiny
3110}
-eloqe| JIs
-ua10j pue
$1IN0d
[eulwi Ul 81z-01Z'(e)¢
25UdpINg Y2ID3saY sa2Ud
‘Aijeuibuo -IDS DISU2I0
AVEM[VIen} ‘Bujuies)
[enbig dasp yum
suonebnsaAul  ‘spoyiaul uonubodas
DISU104 JO uonedy e1aWe) (8107)
dUPINS abexur -Ruapl EREEIS
[eubip yum ‘(sa1s DINSP SadU spue|  “7'sipesen) "3
ON payidads JoN ON paynadsoN sawiD v/N v/N ON -Ua10§) 2o1sN( Buibew|  -12SDISUSI04 -IBYIBN YL  ‘Nopeiseuryly
(s)1>edwi (s)1>edwi passaippe
sainseaw aAnebau aanisod panyauaq JudISSISSE (s)pasu
uonesiwiulw |e1a1>0s |e1a1d0s 191005 Jo passaippe  2dueidare indino  Ayundasiaghd sidoy  uonedqnd
Juonebup paynusp| paynusp|  (s)uswbas syealy) [[SETRLIS (s)]003 jo uondudsag yoseasay 219105 Ydaeasay Jo plal4 £Anuno> ERTEYETEN]
£191>0s uo (sabudjjeyd) 121005 uo

spoedwi aanebau aney Jou
S90p Yd4easal siskjeuebals

(s3yauaq) s1dedwi aanisod
sey ydieasai sisk|euebais

£1310s JO spaau ay) s1eaW Ydieasal siskjeuebals

uolnew.oyul [e1RUID

(PanuNUOd) ¥ 3jqey



Page 16 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

sa110)

-eloge| JIs
-uaioj pue 617-66€ '(¥)9
S1IN0D ‘uonvaiunu
|euIwILID U] -wodajal pup
JUSIUOD  3DUSPIAT uonDLULIOUJ JO
sbew sjoym ay3 jo [eubip jo Au- ‘Aujeurbuo /DUINO[ "Uo11eD
peajsul passadoid ale spxid 1S X 71LS -dluayine pue 1Ud1U0D -4l1uapl Josuas
9715 JO sabeuwl Jo syuswbely AluQ abew diysisumo eublq  uswdojnsp |enbip e oy
g9Y Ue JO [SUUBYD INOJOD SUO 03 A|UO ‘suonebnssaul - ‘spoylaw elpawnny wyiobje
paijdde siua1y Buisiousp y ‘pasodoid si DISU.04 JO uonesy 'S9OUDIDS 158} B 1SDISUDI0)
OUIPIAS (spuelq pue S|apOoW) s321Ap Bul abeyun -nuap! uolleuloju| 1eubiq (zzoe)
[enbip yum -Bew Jo uoneoynuspl oy oy wiyiioble  padojensp ‘(sa1s ERlETe) ‘suon RPEIETbiS )
ON payidads 10N ON  paynads JoN sawiD OoN paads-ybiy e :wtobe Sa-3SN |001 :S9A -Ua10J) ad1snf Buibew|  -edjunwwod puejod ‘oeulag
olyl-c8lyl
(YdnD) uomu
-bo2ay 121104
puD UOISIA
J21ndwio) uo
0U2I2JUOD
4AD/4331 020
U] "$2ISUJ04
e1ep mau abew| ul
Aue 03 Appoinb 1depe 01 Ayjige ) pue sisAleuy
poyIaW ay1 Jo AdUaIdYd 3y aJojdxa Adoua1515U0D)
A3y1 ‘'spoyiaw buldiesowsp patea JIESOA PaSIA
Buisn aseqeIep YIPWYDUSG PRYISISAIP B -ladnsun 1oy
Buneas) (7 x 7) ojnpow abew ay3 Ui SIOMISN
uonisod s1ayy Aq sx20|q 26ewl bulkjs [BINSN 21
-se|d 1e paydalip pue swyilobie buidies -depy uy
-Owap woly pauidsul 24n3onis NND e (0202) "W
paubisap A2y Wie SIY1 O] 'S2IPUSISIS 1US1U0D sanbjuyoay ‘T'IRI0N R
1ONPUodSIW -U0dUJ DPSOW [B20] INO JUlod 0} sabewl [eubip Jo A1 uondalsp Buibew “4 1019 UOA
RIINIETRIS pabloj Ajlenualod pue pajjagejun uo  padojersp  -dlUSYINEe pue saliablio) 'S9OUDIDS auodwoln
ON payadsioN ON  payads 10N SMaU e OoN A[322.1p UleJ3 Ued Jeyl poyiauw pullq |00 :S9A diysioumo Sbew| Bunndwod ER{V-IH] "D ‘Aowweg

(s)3oedwi (s)1oedwi passaippe
sainseaw aAnebau anisod panyauaq JuBWISSISSE (s)paau
uonesiwiuiw |e1a1os [[SETRLH £1910s jo passaippe  a>uejdane indino  L3ndasiagh> 5idoy  uonedygnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) [[ETRIIN (s)]003 jo uondusag yoseasay |e181>0S  Ydaeasay jo plal4 Anuno) ERITEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 17 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

syulod Jeyd pue

auINuab JO 1NeA B Ul USPPIY Usyl pue
|eiwouAjod ay3 Buisn pardAious ale
‘UOI1BLLIOJUI UIRIUOD YDIyMm ‘sjaxid

1514 91 JO SUONISO4 "s1ulod sennuiw
D11S1I810RIRYD JO UONEDO| 3Yy) — sjupnd
-19buy Yy Ul punoy ag ued 1eyl
UOIBWIOJUI JO SISeQ 81 UO auop sI bul
-pOdUT "SWI1 SWES 9] Ul 9DUSIUSAUOD
s Jasn pue A1ndas ybiy analyoe 01

8CSC-91SC
‘(€L)eL bur
-553201d 2bDW|
131 }neA
Kzzny Buisn
suodssed-a ul
uonuaraid
pnelj 1oy D119
-woiq

928 pup
uldiabuy ‘sui
bunelodiodu)

SEe(ele} PaUIqWIOD aJe soLIawWolq pue Aydel
[UIDIXS JO -603dA10 219ym $o1138W0IG-03dAID Jo
uo199104d [esouab u 2dA) e :(e1ep duIaWoIg buipodsp pue padojansp Aydel sanbiuyday 1dABT "y 'KiebeN Y
ON payadsioN SOA K121205 wsLol| OoN BuIpod 10j) 3neA Azzny Jundiabuly |00 A |0J1u0d Jspiog  -Bouebalg Buibew puejod ‘e)SM0oxqog
SHIOMISU [BD0S UO
A1noas pue A3eAnd 1noge suonssnb €198
SNOLISS sSaIppe 01 djay Ued | 'uod919p Aujeuibuo ‘buibowij jo jpu
ajyold axej pue bupjul ajyoid se yons 1Ud1U0D -INOf {419SINO
swia|qoud parejal BulAjos ‘syiomisu eubig Buppiewla1en
|e120s uI3yIp ybnoiyy buissed Ajiny (Aundasiaghd)  ‘spoyiaw (Kjl21emeun)
-$5920NS ‘SHIOMIBU [B1D0S UO sain1did Jo uonoajoid ereg uonesy MBIy Jo SN
uonesyuaA pue uonngune diys ‘uoiebiisanul -nuap! Buppiewlaiepm
-Joyine Joj yoeoidde BupjieUISIEM B SB DISU.0J JO ERIETe) SHIOMIBN
SIUMO 1US} Pasn A|[nJssa20Ns 3¢ UeD 'SIAIDE abeyur Buibew) |e120S a1y
-U0D ‘sJasn uona319p A1obi0) abewl 10 dIsui0) ‘JUalU0d ‘siskjeu (zz02)a
S}IoMISU sa|youd [eubIp Ul pasn Ajjensn st yaiym ‘anbiu [eubip jo A -ebals pue 'ISOIUOIN 9
[BIDOS [SIUSW  93ej pue uon 4031 (NNYd) AUwIojiun-UoN asuodsay  padojardp  -dliUayine pue Aydes sanbiuyoay “Y "eulieys
ON payads 0N ON  -basoyidads -euosiadul| ON -010Ud 9yl UO paseq poyiauw |001 1S9 diysioump  -bouebarg Buibew| Ky “4'lunJag
(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau annisod panyauaq JUsWIssasse (s)pasu
uonesiwiuiw |e1a1os [[SETRLY £1910s jo passaippe  a>uejdane indino  Ayundasiaqhd sidoy  uonedignd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) |e3ados (s)]001 jo uondudsag Yoieasay |e12120S  YoJeasay jo p|RYy Anuno) ERIEIETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 18 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payadsioN

ON payads 0N

ON  payidads 10N

ON  payidads 10N

SyoeneIgAD

Syoenelaghd

V/N

V/N

DUJel] 31 WOJJ PIDRIIXD SUIDY

-1ed d11e3S SJUSSaIdal saINeS) 9yl JO
1U81U0D aY) pue ‘uonedijdde ayy jo
2dA1 ay3 01 pardepe A|jed1uieuAp si
sjundisbuy Joj sain1es) JO 195 8yl 9dUIS
‘yoeosdde pugAy e sasn uonn|os ay |
‘uoniedljdde ue JO J0IABYR(Q 3I0MISU YL
2q1Sap 18yl sainies) 1senbal 41 [H
1UaIaYIp Jo pasodwlod ale syundiabuy
9y 150y ay1 WOl Bunediunwwod uon
-edj|dde yoes Joj syupdisbuy ssieisushb
AjaAIssed 11 ‘1S0y pa101uow yoes 104
-9)dwies snopijew Aue uo bulkjai Jou
95U3Y puUe ‘AJuo dyye.) ubiusqg [epow 01
anbiuysa1 bunuudiabuy uonedidde
anIssed e sasn 18yl WLISAS e Y2 NYDId

ON

padojsnsp
|001 :SaA

(ST PENETS))
uondaj0id eleQg

(ST PENES))
uonaaloid eleg

6€-L€'(€)oc
IpUoISS3j0ld ||
‘Peayy peoy
2y :BulpiH
uoleulIoju| Jo
S1e2UYJ MIN
dYL(8L0T)°'S
lspuez 3"y
'PIeMPOOA “S
[9ZpuUsm "M
“NAzounze

uoid319p eljensny
Sil pue wopbury
dlem panun
-lewob Aueuwan
-315 JO Aley
MIINDY Abojouyda| puejod

3 feqed

98¢€-€/¢
CRlVEIENVep)
suonpoyddy
A11n23s 121nd
-Wwo) [pnuuy
PlEE 243 O
sbuIpaad0id
Z1, DVSOV Ul
‘Bunundisbuly
uopedlddy
SAISsed AQ
Syedl dLIH
@Nnogino
snojewouy Jo
uonHa13g
RINVYD3d
(£100) v
19194 78 "M
anuor y
'9pa1sjoH ‘d
‘[91_H “H W
‘SURAT "IN
‘leseD "L

'9p3 ueA "y
'11303We|0110g

uondAep
s|puueyd
1I9A0D IO A1ndag
alem 'S9OUDIDS spue|
-lewoba1g 1oIndwo)  -IsyIaN Yy

(s)3oedwi
aAnebau
|e3aidos
payiusp|

sainseawl
uoljesiwiuiw
Juonebpy

(s)1oedwi
annisod
|elaos
paynusp|

panyauaq
£1910s jo
(s)ruswbas

£12100s uo (sabuajjeyd)
s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

f1v10s uo
(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

passaippe
sjealy )

JUBWISSISSE
asueydane
[[ETRIIN

(s)]003 jo uondudsag

ndino
ydJeasay

passaippe
(s)pedu
Kundasiagh>
|e3a1d0S

sidoy  uonedygnd

Yoieasay J0 plRi4 Anuno) dUIY

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 19 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

(Apo1snd Jo
uleyd) mej

[euoneu €6VSC-vIrST
-1ul Jo ‘01 'ssaxdv 379
9DUBAISGO "SM3IARY JO
s MIINJY ¥
Aoualed 1$DISUS104 |}
-suesy pue Ayl -161@ vl soido]
JuondAinus -|lgerunodoe buibisw3 pue
a|qisuodsay, 21gnd 'sabus|ieyd
'S9|NJ 9OUIPIAD JO RUET] ‘Sspuai
3sn pue bullayien -dojanap yoieasay
‘sauljapinb d|qeureisng (¢eo) D
Buissadoud pue ‘uonesadood spue|  ‘spjesied 3 ‘I
uopoajoud 19p10g-ssoiD) BEINEINEIV]] 11uoD "y ‘seu
‘abel03s e1RQ ‘(e3ep Kjel|  -ejos “| ‘zooiog
‘sjuswaalbe |euosiad Jo 019 ‘uoednuayIne wniblpg  “v ‘|esoyns ‘W
Alljlennusapyuod uondal 1USIUOD O3PIA ‘SISAjeue adue||I9AINS puelpll  ‘sojnodoisou
'S|9A3| 958D -oid pue 03pIA 'U0IIDN3P A19610§ O3PIA sabus|eyd slewuag -beuy ‘d O

Aljenuapyuod uondaoid  $21Y33) SIybU 2OU3PIND ‘sanbjuyda) Bujuies| daap ‘uoneldaye $2ISUI0} KemioN

‘me| ueadoing e1ep pue uewnH |esauab ul [eubIp yum 9siou ‘abewi [endadsiadAy ‘Buinied P2103]|02 (218 |eubip jo EREEI5)
oA Adeald isop SOA JSETblelN SawilD ON D3df ‘sisAjeuebHais 0apin pue sbew| S|001 :S9A -Ual0J) 2oisn( MIADY Abojouyda| uleds “J'oulse)
0Sl-/€L
'8/E1 1 |oA U2
-12S Ja1ndwio)
WTNVIITRETENITY Ul S210N 91n1a]
912051 SY1 JO [9A3] PaIY1 2y Buisn ssau ‘8107 MAMI
-1snqo Jiej pue Ayjenb aandadiad poob "bupIDWIAIOM
SaAlIYe ‘9dA1 pul|g-uou e ‘ewiayds 3y | PUD $ISUI0H
“WR15AS ay1 Buisn s19sn A1aAs saynusp! 10UbIg (Sp3)
Aj@nbiun 1eyx g| paubis e sureluod wry o ‘eAld
9p0OD YO 2y "9bewW! paxieulIleM 9yl RATINNE
Bupnpoid snyy ‘sbewr sy Jo syusu ‘IYS "D °A ‘00A
-odwod Aduanbaly ay3 01Ul ISUMO D UI'WYA
S1yBL JUSWIND0P Y3 AQ ‘pajgquIeIdSs pue 1USWND0Q 40J
‘panIasul Apareadai S| 1ey1 9pod Yo e Buppiewlaiepn
SUIRIUOD UOISI9A PyJeULIDIeM DY paseg apoD
‘Buyreudaiem pue AydeiboidAid uawdojansp 4O pue 1ma
sajuedwod asn ey sdais buisn Aq ‘sbew ue se Aujeuibuo eipawiN 6107) 4
Big quawbas sabe pajuasald Juswnoop jo adA1 Alana Joy  padojpasp  (A1INdasIagAd) 1UL1U0d 'saduUd ‘alowy,p R "N
ON payads 0N OoN oypads  -4es| AdeAllgd OoN awiayds uonoatoid s1ybu [eubip v |001:59A  uonda0id eleQ eubig  -12s dIsual04 Aley ‘suowepied

(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau anisod panyauaq JuUBWISSISSE (s)paau
uonesiwiuiw |e1a1os [[SETRLY £1910s jo passaippe  a>uejdane indino  fyundasiaghd s1dol  uonedjqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) |e3aos (s)1003 jo uondusaq yoieasay 2321205 ydaeasay jopley4 Anuno) ERIEIETEN|
£12100s uo (sabuajjeyd) f1v10s uo

s1pedwi aAnebau aaey Jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 20 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payadsioN

ON payadsjoN

ON  payidads 10N

ON  payidads 10N

SyoeneIgAD

sobewl oxe4

V/N V/N

$aIn12a1Iy e
NND JU1a1p pue swyiioble uon

-ezi|enul JaAe|-1S1Y JUISHIP YUM

||om 8d0d ued poyraw pasodoid ay |

‘NND € Ul MO} B1EP JO 9DUBLIPA 3U]1 JO
Aujigeis ay1 daa 01 S| eapl £ oy
"yoeoidde Juspuadap-eiep e yium

s191|Y JoKe|-1suy Jo buijeds sadoid e uo

paseq 4ake| 11y SNND oy bunsn(pe 1oy

oN potpaw eonoeld pue sjdwis v

ON

padojansp
|00 :S9A

(AN23519GgA2)

uondaj0id eleQg

1USIU0D
[eubip Jo Au
-2lIUayINe pue
diysioumo

90L-101L
(S)og MovAiid
9 A11n2aS 333/
‘2iemjeuwlob
-915 Y3 49
‘alemiein ayl
pUIA JaASN
(¢zo) ' M
“NAzounze B
7 '2uol|biaed

uondAep
Sy pue
2Iem Andag
-lewob EERIIETR
-915J0  uoleWIO| puejod
MIIADY ‘Abojouyda] Ay

£7C-80C
/1971 |oA ‘9oua
-5 Ja1ndwio)
UJ S310N 24n1237
‘0z0z Mami
“BUIDUWIID/N
PUD $ISUJ0H
101613 ‘(sp3)
Wiy 'H ‘eAld
VIUS DA
‘orYZ XUl
‘uondeRQ
uone|ndiuely
abew|
panoidw| 1oy
19K 15114
SNND jo
Buiess ius
-puadag-eieg
(Lzo) ™
‘Buep g | ‘oyd
9dUBI4  -BUIRD-O[|11SeD)

uawdojansp

uonoalsp elpawnny
salab10) 'S30UD
abeul| -12S JISU3J04

(s)3oedwi
aAnebau
|e3aidos
payiusp|

sainseawl
uonesiwiuiw
Juonebpy

(s)1oedwi
annisod
|elaos

paynusp|

panyauaq
£1910s jo
(s)ruswbas

£12100s uo (sabuajjeyd)
s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

f1v10s uo
(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

passaippe
sjealy )

JUBWISSISSE
asueydane

|e1eos (s)]003 jo uondudsag

ndino
ydJeasay

passaippe
(s)pedu
Kundasiagh>
|e3a1d0S

oidoy  uonedignd

Yoieasay J0 plRi4 Anuno) dUIY

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 21 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

SMOJ} DLjel)
9Ad] UIyIMm paisau sidwane uonedju
-NWIWIOD $I0MIBU USPPIY pUe WISAS

010801

161 ‘SpoMIaN
J21ndwio)
*SJUSUIUOIIAUD
Xnui ul
S|auueyd
119100 pue
2lemjewobals
Bunsa19p 10)

3|y Y3 JO UOIIEISIe S BIA HUIPN||0D Bupel
$955920Jd OM] "1 ‘SWISIUBYDIUI 30B1E EIEREWEN
1ua1yIp bunuswa|dwi parebnsaaul 9Lz W
2R S35BD 35N DIISI[B3I OM ] "BIBM uonoa1sp addnz g "y
-lewobals bunda1ap 10j pabeland| si s|auueyd S9OUIIDS ‘Iasneyyeyds
‘|2ulay xnui 8yl Aq papiroid ainiesy 1I9A0D IO Bunndwod Auewian "I\ ‘onaday
uonejuswbne spod Jusdal e‘(4dge)  padoeasp  (A1NdasiagAd) 2IeM ‘suon puejod M MAzainzey
ON payidads 10N ON paypadsioN  syoenesaghd OoN 1911 19¥Ded A3]93I9g PapuIxe 9y | |001:S9A  uondaloid BlR  -[eWOBRIS  -BDIUNWIWOD Ay “7’auolbired
96£5-1L€S
'6 $s900y 333/
‘uonaa1eg
JlsyLul
spual] pue
s1ealy|
QUBM[BIA JUS)
-IND) JO M3IA
-I9NQ 2Ry
sy ybi
‘(eLzog) M
'BYSMBISeAN
uonsa1sp 1R “W ‘DPI|Med
Aoualed S)l pue “M SHAzoInzey
-suel} pue Ay alem v BpRIuef |
-|IgeIuNOde -lewob puejod ‘eU0IOD) “IN
qnd (ST PENES)) -915 JO Aueuwian ‘seJoyd ]
ON payads 0N SOA payidadsioN  Syoenelaghkd) Vv/N /N ON uondaoid eleQg MIIADY Abojouydza| Ky
(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau annisod panyauaq JUsWIssasse (s)pasu
uonesiwiuiw |e1a1os [[SETRLY £1910s jo passaippe  a>uejdane indino  Ayandasiagh> 5idoy  uonedygnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) |easos (s)]003 jo uondusag yoseasay 2181205 Ydaeasay jo plal4 Anuno) ERIIEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo
sedwi aanebau aney jou  (siysuaq) s1dedwi sanisod
S90p Ydieasal sisjeuebals  sey Ydieasal siskjeuebals £13105 JO spaau dY) s199W YdJeasal siskjeuebals uoljew.oyul [e1RUID

(panunuod) ¢ ajqey



Page 22 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

SELL-6LLL
"(1)p€ ‘U218
pOY1aW 9210J-31Niq € Isulebe sal101 uo/I22UL0D)
pajJewyduaq uaym wyiobie uon -eloqe| oIS ‘uonesiwndo
-esjwndo pasodoud ayi Jo Aujewndo -Ua10j pue
-1e2U 9y} 21BpI|eA S}NSJ [PIULWILIDAXT $1In0d>
‘Buiwweiboid sesul| Jobarul-paxiw [eulwD Ul Buipod
9A11BIS)! B|CPUR 0) PadO|aASp aie JUSUOD  3DUSPIAS olydeiboue
sanbiuyoay uonesieaul oAlR(qo [eubip jo A ‘Aujeuibuo -631s 9)q1
UOILIO1SIP Dl1eIpenb e pue JulesIsuod -diuayIne pue 1UIUO0D -S19A3) JO
Auoeded djwiyiebol e yim wajqoid diysisumo 1eubiag uoljewoiny
uonesiwndo 81210s|p Jesuljuou e se padojaasp  ‘(A1ndas1agAd) ‘Aydel wopbury (z200) D
ON payidads JoN ON paypadsioN  syoenessghd ON Buipod oiydesbouebals a|gisianal |001:S3A  uondajoid eleqg  -Houebarg 13410 payun D 'bueyd
K22129s 1094)ad [edNSIieIs pue
JIIUBWRS $aYsiies sabew; [p1bIp 10}
Qawayds uondAious paidde sy 1eyy vl-1'l1z07
pamoys Aay1 ‘a1owiay1ing 'sonkjeue ‘SYIOMIaN UON
pajjeidpuey [eUOIIPeI) ISAO SHIOMIBU -D2IUNWIWOD)
[eanau dasp Jo A1iouadns syl palels pup A1un2as
-UOWP pUB SUODUNS UONBUIWLDSID “SYIOMIBN
[ean1on.s pue ‘eidads ‘|eneds Jo |BLIBSISAPY
2duewlIopad a1 paskjeue Ay ‘uon 9AlRISUSD
-Ippe u| Jauuew umop-do e ul sauo |euonip
onsijeas bunessuab pue saue|d-1iq Jo 1US3U0d -uod yum Ayd
UO[IBWIOJUI [BINIDNIIS Bujules) 1oy [eubip jo A Aujeuibuo -eipouebaig
NVODY 241 JO SSaUSANDAYS a1 -dlusyine pue 1Ud1U0D A1Indas 9|qIaAU|
paiepljeA A3y ‘Aydeibouebais 3|q! diysisumo [eubig RERIUEIRN adedsordAin
-JIaAU| 90eds01dAID 01 SyIoMmIau [elies padojaasp  ‘(A1nd3s1aqgAd) ‘Kydel uoewioju| wopbury (1200 D
ON payidads 10N ON paynadsioN  syoenesaghd ON -J9APE SAI1RI2URD padnpoilul A3y | |001:s9A  uondaloid eleg  -bBouebars  ‘ABojouyda] payun D 'bueyd
(Apo1snd Jo
uleyd) mej
‘leuoneu
-l jo 1Tl
9DUBAISQO (9)51 AoALd
DIIS ® A3undas
‘uonesadood 3331 ‘pPeayy
19pJOQ-5501D) peoy ay1 pue
‘(eYep sabuajieyd
|euosiad Jo Aydel 1$DISUS104 |}
uonoa -bouebais jo -161Q Jo a1nn4
-oid pue 2SN [eUIWILD sabus|eyd Andas QYL (£1027) M
$21413) Ss1ybu '90USPING S2ISURI0) 'S9DU3IDS puejod  “JAzoinzey
uewnH |esauab u [eubip yum (sa1s |eubipjo  uonewuou| Auewlag S |9ZPUI
ON payadsoN SN JSEIblelN SsawIlD v/N v/N ON -ua10J) dNsnf MIIADY ‘Kbojouyda] Ky
(s)3oedwi (s)1oedwi passaippe
sainseaw aAnebau anisod panyauaq JuBWISSISSE (s)paau
uonesiwiuiw |e1a1os [[SETRLH £1910s jo passaippe  a>uejdane indino  fyundasiaghd s1dol  uonedjqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) |e3aos (s)1003 jo uondusaq yoieasay 2321205 ydaeasay jopley4 Anuno) ERIEIETEN
£12100s uo (sabuajjeyd) f1v10s uo

s1pedwi aAnebau aaey Jou
S90p Ydieasal siskjeuebols

(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 23 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

S9DURISIP OM1 243 Buluiquiod

A|geuns Aq ‘Ajjediys.elaly ueyi Jayiel
‘Autol uonewojul Jo sa2a1d omy ayy
110|dx 01 pauisyaid $111 'UOSeaI SIY) 404
"9DIA9P 1294100 9y Aeme 1ybu Hul
-pN|oxa Jo sl 3|qiblHau-uou sy S|
2191 '210J2¢ PaUIINO 2INPad0id
[eDIYDIRIBIY Y3 YIM ‘21042194 |

(Docoz
‘A1noas uoy

's10119 01 auoid J|9s1 s1 yd1ym ‘aseyd sal0) -DWIOJU| UO (DU
UoNedYRUSPI [3powl Ateulwijaid e 1oy -eloqe| JIs -INof diSv4N3
Bujed ‘@dueApe Ul UMOUY 3¢ 10U Aew -Ualoj pue ‘uonesyiIuap!
S|9POW BISWIED ‘SOLIRUIIS PIIOM-[Bd) U] $1IN0d 32IN0OS 3DINIP
"ISASMOH 'SISED |BD[114D 1SOW Y3 Ul Jeuiwid Ul 1U3IdYY pue
Ajje1>adss ‘uonesunuapl buoim jo JUIUOD  9DUIPIAT 1SNQOI 10}
s 2y bupnpal Agaiayy ‘lspoud [eubip jo A ‘Ayjeuibuo jundssiou pue
SUIES 941 JO SIDINSP 03 AJUO PaIdIIISaI -dpuayIne pue 1UIUOD NNYd buiuig
94 UBD 3DIA3P 92IN0S 31 10} UD1eas ay1 diysisumo 1eubig -wod (0z07)
‘9sAjeue 01 abewll ay) JO [9pOW eI ‘suonebisaAul - ‘spoyiaul 1 'eAIJOPIBA TR
-Wwed ay) Mous| 0 bujwinssy undisbuy DISU.0J JO uonesy A1ndag "0 16604 “q
20UIPIND |9pouw-elawed pasodoid Apuadal e abexun -nuapl 'S9OUDIDS ‘ofja1ueubeln
1eubIp yum “uudasiou abew sy buibeians| Aq bul padojansp ‘(215 ERllETY) uoewIoju| 4 'elleN “Q
ON payidads 10N ON payads oN sawlD ON  -ssad0.id abewi paseq-NNYd parciduw| |00 :SSA -UaJ0j) 2o1sNn( buibew| ‘Abojouyda] Ay ‘0ul|0zz0D)
CELYS=LLLYS
VASTERIEEE ]
K19A0231 [eubis Ja1IeD 15155e 01 ‘SanpIsay
PasIASP S w103y} uondafoid sy uodn dJlespenp Jo
paseq [9pow aAIdIpaId e ‘IoulIayLINg sali01 JNAWILILY Uo
“UOIYSe) DIUIBUAP € Ul papOdUS ¢ 01 -eloqge| 2Is paseg bulpiH
speojAed sa|qgeua Yoiym 's1001 aJenbs -Ul0j pue uolewIOU|
(1ounsip Ajlessadau J0U) 4Noj sey $1n0d 3|qIsIanay
anpisai dlieipenb v ‘sanpisal dliel |eulwLD Ul eulyD Buiniasaid
-penb jo 1da5u0d [ednewayiew ayy Aq 90UIPIAT eljensny  -Ad2ealld (6107)
paJidsul awayds buiply uonewuojul  padojpasp  (A1iN2asIagAd) ‘Aydes wopbury Y 'uaydIR 1D
ON payadsioN ON  PaynadsioN  Syoenesaqhd ON 9|qIsIaA1 Bulasasaid-Aoeaud v |001:59A  uondaj0id eleq  -bBouebaig Abojouyda| panun ‘DD ‘bueyd
(s)yedwi (s)1oedwi passaippe
sainseaw annebau ansod panyauaq JuBWISSISSE (s)paau
uonesjwiulw [[SETRLH |e3a1dos £1910s jo passaippe  adueidarde indino  Ayandasiaghd 5idoy  uonedignd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy ) |easos (s)]003 jo uondusag yoseasay 2181205 Ydaeasay jo plal4 Anuno) ERITEYETEN]
£12100s uo (sabuajjeyd) £f1v10Ss uo

s1pedwi aAnebHau aaey Jou
S90p Ydieasal siskjeuebols

(s1ysuaq) syoedwi aanisod
sey yoieasai sis|eueboas

£191>05 JO SPadU 3Y) S193W Yd1edsai sisk[euebals

uoljew.oyul [eIBUID

(panunuod) ¢ ajqey



Page 24 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

711-66

‘72021 |oA ‘U
-125 Jaindwio)
Ul S210N 21n1da7]
6102 MAMI
“buryIDWIID/)
DUD $2I5U2I0
[oubIq '(sp3)

BAId Y WY 'H
IUS A ‘oeyz
X ‘BueM H
U] 'say21ed
[[PWS UO
uoindalRg
uone|ndiuely
Sbew| 1oy
Buiuni-auy Aq 4ayisse;d NNQ pue buizis-ay 01
‘s)ybram Bunsnfpe Ag 101oe11xe 2.1n1ea) uoneidepy
paseqg-WIND Yiog 1depe 03 poyiaw v pasiaadng
‘uonoa1ap Alebioy abewl Joj sajdwes 1US3U0D Juswdojanap AjMeap (0202)
Bunsal pazis-al 01 poyiaw uoneidepe [eubip Jo A1 uondalep elpawnniy 4 '2ukeD) g
(say21ed pajj2ge| 00O PuUNOJe Jo 3N padojaAsp  -dnuayine pue sa112b.0) EERIIE] 5 ‘Buep
ON payidads 10N ON paynadsioN  sobew ayeq ON Bupew) pasiaiadns-Apeam ajdwis v |001 :SaA diysisumo obew|  -2S dISUIO4 2duel4 “718wieg
8Ll
‘(€0)1 1 sou2
-5 pajjddy
*$2ISUDI0
ssan0ld BuisAjeue ayi buju S31I0} sbew| ul
-ubaq 03 Joud payuan oq Apnusyine -eI0QP| JIS suonedijddy
abew ay1 1y pa1sabbns Albuons s -Uai0j pue |N}JaMOd S,MET
11 Y21ym ul pue sabewt [e)BIp JO SIsA $1Nod s,plojuag bul
-|eue 3Y1 S9A|0AUI 1BY) 21npadold Aue 01 [eulwD Ul -zKjeuy “(1202)
s|ged1jdde aq pjnod yaiym ‘passaid JUSIUOD  9DUSPIAT ‘H'uesjepry
-WwoD s abewl HIJ[ B YdIYM YlIM J01de) [eubip jo A ‘Aujeuibuo “O'ueIS "y
Auenb au3 BuluIuLRISP J0J PRGLISIP I -dljusyine pue 1USU0D ‘nisessnd
DUIPINS anbiuyda) e ‘'SIUSINLYY0 D[ PUE [SU diysisumo [enbig ‘e3IN “Q
[eubip yum -ueyd asueulwn| sebewr ayy buisn pue  padojaasp ‘(s21s ‘Aydes ‘2100 "y ‘BIWL|
ON payads 10N ON  payidads 10N sawilD OoN MB| PIOJUSG-QUIOIMIN 24} UO paseq |00 :S9A -ualof) dnsnf -bouebaisg JEIle) eluewioy “quesud
(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau anisod panyauaq JuBWISSISSE (s)paau
uonesiwiuIw |e1sos |e1aos £1910s jo passaippe  a>uejdane indino  fyundasiaghd sidol  uonedjqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) |e3aos (s)1003 jo uondusaq yoieasay 2121205 ydaeasay jopley4 Anuno) ERIEIETEN|
£19100s uo (sabuajjeyd) £f1v10Ss uo

s1oedwi aanebau aney jou
S90p Ydaeasal siskjeuebols

(s1ysuaq) sypedwi aanisod
sey yoieasas sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai sisk[euebals

uoljew.oyul [eIBUID

(panunuod) ¢ ajqey



Page 25 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payadsioN

ON payadsioN

ON payads 0N

PIY> a3 jo
s1ybu sy Jo SWIDIA
uo[199104d syuswbas sobe
SO oypads  -4ea| AoeAlld

sabe
-yea| AoeAld
‘SeNRISgAD

[esauab u
ON JAETBleIS

ON paynadsioN  syoenessghd

V/N

oN

V/N

(uonelqIed 53dr) pul|q ‘(sisAjeuebais
Je|nbuis Jejnbal syoere pasenbs-1yo
papuaIxa ‘san|en Jo siied/1sa) pasenbs
-1UD) [PDI11S11RIS ‘|RINIDNUIS SDe1IR [BNSIA

S9DIAP | O] BUIILIIUNWILWIOD U9aMIaq
pasn aJe Jey] SUOHEIIUNWIWOD Je|
-NDIYSA PUe ‘I4IAN 4e|N|[93 Se yans sa1b
-0|OUYD) SSODUIM [RIDADS SE ||9M Se
[SUURYD ASIOU 341 818NWIS O) PIeP
ps1einpow ay1 03 pappe st (NOMY)
9SI0U UeISSNeD) IYM SARIPPY "(SSDIN)
SawiaYds Buipod pue suonenpow a|dn
-Inw Buisn uondnuiod 1sutebe paisal s
e1EP USPPIY JO A2RINDJE BY| 1USW
-UOJIAUD O] 31 Ul 35N Joj a1enbape
uopnn|os Aydeibouebais 1ybramiybi|
‘Pe3YIBA0-MO| TUI|ISDI-SI0U ‘Olpne uy

oN

pa13|0d
5001 :S9A

padojansp
|00 :SOA

elep
SAISUSS SUON
-ebnsaaul [eu

-l Jo AdeAlld

(ST PENE®))
uonoa0id eleg

[(STRENE )]
uonsaloid eleQg

spoylaw
uonedy
-nuapl
ERlIEls)
puibew|

sanbiu
-yoa1
Aydeiboue
-bais jo
MIINDY

Aydel
-bouebais

(9) Leoe

‘A114n235 uop

-DWIOJU| UO (DU

-Inor 4ISv¥n3

'S91eWISD

windiabuy

BJaWED JO

uoneoynuenb

obeyeal uon

-ewiojul ayy

uo (1200

Andag 4 'z3|ezUon)
EERIIETR uleds 23194 %
uoleuwLIOU| wopbuty  “S ‘eUINPUIN
‘Kbojouyda] pauun -zZapugula

C€LELL-EEELL
"(€1)// suon
-poyddy

pup 5j00]
pipawniny
‘elep dLswW
-0lq jo uon
->3104d 31 01
paljdde sanbju
-yoa1 Aydes
-bouebHays jo
MBIAISAO Uy
(10D M
‘uennd

“IN AU

"3 'As|teg

“I\ ‘se|bnog

1uawdojansp

eIpawINNK puefail

£0£2°(L0)0!
$21U011239/7
‘yoeoiddy uon
-ejuswa|dw|
[eonoeld v
:Aydesboue
-6315 Buisn
eleq 10| bul
-In29S *(1207)
4eqoalg

$21U013[3 uspams

(s)yedwi
aAnebau
|e3aidos
payiusp|

sainseawl
uoljesiwiuiw
Juonebupy

(s)1oedwi
annisod
|elaos

paynusp|

panyauaq
£1910s jo
(s)rudwbas

passaippe
sjealy )

£12100s uo (sabuajjeyd)
s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

JUBWISSISSE
auejdane
[[ZETRIIN

(s)]003 jo uondudsag

ndino
ydleasay

passaippe
(s)pedu
Aundasiagh>
|e3a1d0S

sidoy
ydieasay

uopedignd

J0 pRi4 Anuno) duUIY

£f1v10Ss uo
(s1ysuaq) syoedwi aanisod
sey yoieasai sis|eueboas

£191>05 JO SPadU 3Y) S193W Yd1edsai sisk[euebals

uoljew.oyul [eIBUID

(panunuod) ¢ ajqey



Page 26 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

$39|ge1 Uoleziuenb umouyun Joj uols
-s21dwod s|gnop 10919p 01 Yoeoidde
uo2319p pasiaiadnsun ue sapiaoid se
||[oMm se A101s1y uolssaidwod ayy
1onAsuo0dal 01 Yoeosdde pasiaiadns e

(v)

‘A1In295 pue
Aupgelay
‘Aljiqe|ieny uo
2DUDJ2JU0D
[eUOLRUIRIU|
YigL sy jo
sbuipaadolyd
02,534V Ul
‘me71b1g 15114
spiojuag buisn
Bupi|ds pue
uolssaiduwiod)
s|gnoq bul

sajesodiodul 3| ‘me 1bIJ 1514 S,pIoy Ua1U0d -129127 '(0202)
-Ug pue s3oeja3le uolssaidwod uo [eubip Jo Ai uonds1ep ‘W 'Yorgaulisg
paseq suone|ndiuew abew12919p 03 padojeAsp  -diuUdyIne pue salablio) A1ndag 8 "H N
ON payiads 10N ON  payidads 10N SMaU 9xe4 ON  IOM3Wel UOND13P JISUI0) dAISsed v |00 :SOA diysisumo abeul| ‘Kbojouyda] Auewian) "\ Y o4
€67-¢8C (06
‘A11un235 uon
-DwiIoju| puD
SYIOMION UON
-D2JUNWIWOD)
Jo jpuinor
|puonDUIIUY
'SuonN|os
ueASIRY
(A|puali4-1aAng ‘Buippaquii apis SWOS Uo
SIBUMO U3l ‘9314-d1 1) S|0d0101d Buryiew 1U91U0D Aunoag SND04 :U011D3)
1U33U0D -191eM pUe ‘(SIWAD DNID IWT ‘STNLH) eubip jo A Ayjeuibuo 'S9DUDIDS -0i1d 3ybuAdo
syuswbas SUOI1E|OIA SW1ISAS VY@ UO paseq uondalold pa129||0d  -DUdYINe pue JUIUOD  UOMBULIOJU| [eubig (zzoz)
ON payadsioN ON oyads 1ybuAdod ON  1ybuAdod jo wajgoid ayy 01 suonn|os |00 SaA diysisumo eublg  ‘Abojouyda] Aley| 4 'ofljonely
(s)yedwi (s)1oedwi passaippe
sainseaw aAnebau annisod panysuaq JUBWISSISSE (s)pasu
uonesjwiulw [[SETRLH |e3a1dos £1910s jo passaippe  adueidarde indino  K3ndasiagh> sidoy  uonedyqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealyL [[ETRIIN (s)]o01 jo uondusag ydleasay |e191D0S  Yoaeasay jo plal4 Anuno) ERIIEYETEN]
£12100s uo (sabuajjeyd) £f1v10Ss uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasas sis|euebas

£191>05 JO SPadU 3Y) S193W Yd1edsai sisk[euebals

uoljew.oyul |eIBUID

(panunuod) ¢ ajqey



Page 27 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

9ey-cty
‘91621 [0/ 20U
-25 Jaindwio)
Ul S210N 91n12a]
120 ¥vadi
‘sdoysyIoM
120z Y¥adDl =
uonjubodsy
pup sisAipuy
uaWN20Qg
‘(sp3) Ied
‘N Yuws
Asuieg ‘H 3yl
2UNses|y Ae|
-lwis abew Aq
UonedYLISA
(ST PENES)) RSV pblelq]
A3In23s 211gnd Ainuap| paseq
"(A1IN23519042) EERIEIETENRY
SsjuswiNdop uopndaoid ereQ WISHIYD
Sysu usnpnesy S|epow NND JO sainidaiyoie ‘U21U0d (1202) "W
JIWIOU0d3 Bupspune) Jejndiied Om1 UO Paseq ‘uoiedyLaA [eubip jo Ai uondsiep v lemy B
21861 ASUoW 1UBWINJ0P AJIUSPI JOJ SIOMBWEL) PISEQ padojeAsp  -dnuayine pue saliablo) sanbiuyday “3119eN
ON payadsoN SOA payidads 10N INIOIET] ON Buiules-dasp duausb e :wisydaYD |001 1S9 diysisumo abeul| puibew| duel4 “N ‘lwueyo
(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau annisod panysuaq JUBWISSISSE (s)pasu
uonesjwiulw |e3a1d0s |e3a1dos £1910s jo passaippe  adueidarde indino  K3ndasiagh> sidoy  uonedgqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealyL [[ETRIIN (s)]o01 jo uondusaqg ydJeasay |e121D0S  Yoaeasay jopRi4 Anuno) ERIIEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 28 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

olLl-/8'zes
Jon “Abojouyda]
uoppoUNW
-wo) pup
uonpwIoju|

Ul saUDAPY
dll 810 $2Is
-uaio4|pubia
AIX S2ISUBI04
[pubiq u
SIOUDADY
‘(sp3) louays
'S 'U0SIR1™d O

u| w1549

X3 ay1 ul

Bunes uondaiap pue Apeded s1en eled usp

90UIPIND -|PAS 01 5|00] DISUSI0J Jsulebe pa1sa) ale sa110) -pIH Jo Buney

[eUBIP Yum (**"3|qeL Jorduasaq Aoio) ‘dewiig spouj -ejoqe| sais uold13(Q pue

Auunw SawilD ‘dewnig %20|g %420|g4adns 101295 1009 -ualioj pue Aioeded

-WO0D JISURI0) ‘Aydel uoned ‘sa1ug A10yaiig |INN ‘2eds S1NOD JISUaJ04-NUyY

[eubIp 3usW  -Bouebals Jo e[S A1010311g pue 3)1) SWalsAsa|y p3123]|0d (215 |eujwiLD Ul S9OUD (8107) 'H Isleg

ON payiads 0N ON  -Basoydads  asn jeutwid ON #1%2 Ul sanbiuyda) buipiy eyep /| S|001 :SaA -ual10J) 2dnsnf 90UIPIAT -12S DISU3J04 Aueuian SR Elelel5)
(s)3oedwi (s)1oedwi passaippe
sainseaw annebau anisod panyauaq JuUBWISSISSR (s)paau

uonesiwiuIw |e3aos |elaos £f1@00s jo passaippe  a>ueidare indino  Ayandasiagh> 5idoy  uonedygnd
Juonebmp paynuap| paynuap|  (s)uswbas syealy ) |easos (s)]003 jo uondusag yoseasay |e181>0S  Ydaeasay jo plal4 Anuno) ERITEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 29 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payadsioN

ON payads 0N

[esauab ul
ON K121205

Aunw

-W0D DISU10)
|e)bip usw

ON  -basoyidads

SMaU X eq

Aydel
-bouebais jo
5N [eUILLD

'92U3pINS
[eubip yum
SawLD

“*(uondady)

519U daap AJaA (NND) SSHomIau [eInau
[RUOIN|OAUOD ‘WAS + NS ‘Uoe|

ON -ndjuew abewl JO $101319p PIsed-NND

1USU0D
[eubip Jo Au
-dliusyine pue
diysisumo

pa13]|0d
|00} 1534

12Ae| WR1SAS3|Y SU1 UO S2INY

-dNJ1s elep BUnSIXS JO 3N Sxew eyl
SPOYISW UOI1}0|dXS UOWWIOD SNOLIBA
$129|02 pue UoYIAd ul paruswajduwl s|

Aysi4 'sanbiuyoay buiply eiep paseq
-WI9ISASa|Y 1USISHIP 3SA[eUE pU JUSW

ON  -9|duwl 01 paubisap }lomaudely e :Aysi4

padojansp (215
|001 :SaA -UaJ0j) 2o1sNn[

1/6-296
'(02dISn3)
2oUaI2)u0) bul
-§5320.d |pUbIS
upadoin3 yioz
810C U] 'slo}
-2319Q AIabio4
abew| paseq
-NND 1sutebe
SYoeNy [eues
-I9APY JO SIS
-Aleuy “(8107)
1 "eAllOPISA
" 16604
“J'euleN g
‘o||slueubeln

uondAep
sa1ab.0)
abeuw| 1BY10 Ay

Tr—=€T 65 oA
‘bunzauibuy
suonpaUNW

-wodaja] pup
$21DWI0JU|
[DID0S '59UBIDS
Ja1ndwo) Joy
aninsuj ayl Jo
S2I0N 2IN1037]
'810¢ DZ4AdDI
Wil 199/
PUD $215U2104
101613 “(sp3I)

u| sanbruyda|

BuipiH

ele paseg

-WI15AS3|14

Bupusw

S9dUS -9|dw| Joy

-12S DISUI04 Jlomaweld

“Aindag - Aysi4(6102)

Aydel 'S9OUBIDS ‘H 191eg

-bouebais Bunndwod Aueuian “1 199909

(s)3oedwi
aAnebau
|e3aidos
payiusp|

sainseawl
uonesiwiuiw
Juonebpy

(s)3oedwi
annisod
|elaos

paynusp|

panyauaq
£1910s jo
(s)rudwbas

£12100s uo (sabuajjeyd)
s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

f1v10s uo
(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

passaippe
sjealy)

passaippe
(s)padu
Aundasiagqh>
|e3a1d0S

JUBWISSISSE
auejdane
[[ETRIIN

ndino

(s)]003 jo uondudsag yoJeasay

oidoy  uonedignd

Yoseasay J0 paI4 Anuno) dUIY

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 30 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

YIveSL
siseq —€lresL’s
921A9p 24n1ded-03pIA pUB SWRl) O3PIA '5s900Y 373/
Jad e uo suonedo| abeiols [axid ayy ‘Bupeys pajq
S9ZIWOpUeI 1ey) anbiuyd3) padnpo.ul -eu3-isni| pue
(Apo1snd Jo Amau e buisn ‘sauediqg joxid Jo uoneon
uleyd) mej pan[eA-1sea| OM] U1 UIYIM UOeULIOJUI -uaLany Joy
|euoneu Bulply Aq papiaoid st uoidaiold S91I01 SO9PIA U
-121U] Jo pappY 1USU0D 31 JO Ajuspuadapul -eJogPe| JIS -[I9AINS Uj
95URAISSQO 'SON|9SWDYY SR} OIPIA UIYUM A]|ed -ualo04 pue 90U9PIAT-JO
DS -lydesbouebals Paiois I UONBWIOJUL S1N0D -urey) BulAes
‘(erep [BIUSPIAS 3[IYM J|2511 21ASp 2inided JeulwD Ul -ald "(0202)
|euosiad jo 03pIA 943 JO Apuspuadapul 19|jem 20UapINg ‘A'0RID R "W
uonoal 2JEMPIRY B Ul P2IO]S DU SA3 UON ‘Ayjeuibuo 1SqIaH “g ‘997
-oid pue -dA1pu3 Aydesbouebals pue Buiysey Jo 1US3U0D 1US3U0D wopbury RAESHETFIRS
$21Y19) S1ybu sueaW AQ SO9PIA 9DUB||IDAINS U] [eubIp jo Au 1eubiag payun ‘W ‘Hesuy “N
Mme| uesadoing uewnH 9OUIPIAS JO 9OUSPIAS-JO-Uleyd e Bulasasaid Jo padojpAsp  -dnuayine pue ‘Aydes ueisped ‘W Ieybsy
SOA payads joN SO payidads 10N Bupadwe| ON  poyisw aaisuadxaul Ajjeuoneinduwod v |001 1S9 diysisump  -Hbouebars Abojouyda| puejal| “N ‘lemuey|
€11-501
‘81 $21y13 ppoy
[ Apms ased v
:Buneayd
10e11U0D
Anuap| oy
sanbiuyda| oIS
yeis AVE[VIon} -ualo4 [eubig
dlwiapedse [enbipjo Au - Ajeuibno Buisn (0202)
Ssjuawbas Buneayd -dlusyine pue JUENIen) wopbury Y ‘'salned g
ON payipads JoN OoN oypads 12e4U0D V/N v/N ON diysisumo [enbig so1y13 pajun ") ‘uosuyor
111235 pup
2IDJIDIN 129D
U0 22U22JU0D)
upadoin3
e1ep pa|eaduod 1512 ulAyd
Aynuapi 01 sabewl Yim siaseiep o} -elibouebalg
paiidde uayy pue Aydeibouebals uondalep [eubiqg bul
UMOUY YHM (GaAMNIBQJ Y3 WOl sjpuueyd -19A02sI 0}
awWos) sabewl Jo syaselep Huisn 119A0D 10 sanbiuydal.
paules sem Wyioble NND 2y "uon 2Iem uIpon
Aydel -edyIsse|d abewl 10j (NND) SHIoMISN -lewobaig Anoag (0200) 1Y
-bouebais Jo |eINaN [euonnjoAuod buisn Aydel padojansp (s21s sis 'S9OUDIDS aueay g |
ON payads 0N ON  PaynadsioN  asn [eulwid OoN -bouebais (957) 1g 1uedyIubIS 15ea] |00 :SOA -ualof) dnsnf -Ajeuebais Bunndwod pueay| ‘W ‘AviebaH
(s)3oedwi (s)1oedwi passaippe
sainseaw annebau anisod panyauaq JuUBWISSISSR (s)paau
uonesjwiulw |e1a1os |e3a1dos £1910s jo passaippe  adueidarde indino  Ayandasiagh> 5idoy  uonedygnd
Juonebmp paynuap| paynuap|  (s)uswbas syealy ) |easos (s)]003 jo uondusag yoseasay |e181>0S  Ydaeasay jo plal4 Anuno) ERITEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1pedwi aAnebau aaey Jou
S90p Ydieasal siskjeuebols

(s1ysuaq) syoedwi aanisod

sey yoieasas sis|euebals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 31 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

pa10a19p
9q 01 A|231| 10U 2Je SUONBIASP 1Y) 05
‘sbulis Aleulq Bupoo|-uwopuel aie
SaN[eA Ysey snedaq [eIALI-UOU Sl
Y2IUYM ‘|2UUeyd 1SA0D B YINS JO 9dUD
-sa1d a3 12919p 01 PaqLISIP OS|e
2Je S3INSEaUI9IUNOD) ‘sUleyd ysey
Ajdde 1eyy suonesiunwiwod ssaxoid
-12)U |BD0| PUB SWISAS USALIP

L€/
Ami | wmvucw.\um
pajjddy suiey>
yseH uo paseg

-Uleyd¥20|q ‘UoIeIUNWIWOD |O|/SdD SpIOMsSeq
‘SYIOMISU d|/dD] [PUOIIPRIL SB YoNS QWl]-auQ Ul
‘S1IX91U0D JUaI3YIP Ul 3|gedljdde si pue s|auueYD 1
Aujiqisianas yum Apuiol Ayljigelusp -A0D) 3|gelusg
9|qisne|d sa|geus [suueyd siy| "Uuon. Ajqisne|d pue
-ouny ysey diydeiboidAid e uo paseq Ee[SENEN]
Aydel spiomssed swisuo sioduleT yum (1200) 'S
-bouebais Jo J[2511 S21PDUSYINE 9DIASP U0 AIdYM  padojaasp  (ANdasiagAd)  sjpuueyd '|9ZPUIM
ON  payidads 10N ON PpayadsioN  9sn [eulwilD ON  S9DIASP OM) U39MISC [SUUBYD 1ISAOD Y |001:53A  uondaj0id eleq 19A0D 18410 Auewla REEIEN
(**}IomIaU [enpisal dasp ‘A1an0dsIqg
usaned Aydesbourbals ‘NND ‘uon Sy 4
-p1uasaidal asleds ‘saiuadoid xurew ‘suoipolddy
NDTD ‘abewil [eruaIayip JO Xuiew pup A11n2as
92U31IN20-02 “I01elado 2Inixa) usied uonpwIou|
A1euiq [e20] ‘NNSND ‘uolisodwodap Jo Jpuinor
I|-13]9ARM) PUI|Q IO [eSISAIUN (" INID 'SOISUSI0)
‘Snbiuyda) uole|npow uoneziuenb [eubIp 4oy
UIBLLIOP 19[9ABM) UIBWIOP WIOJSURLY sanbiuyoay
‘(**"UONDR19P SDUISYIP J911BDS PAseq sisKjleuebals
Aydel P2320|q ‘UoIIdUNS DASLSIdRIRYD) WRIbo) sbew jo
-bouebais jo -SIH) winu12ads peaids ‘(" HIQ ‘sisAjeuy sanbiu EINEIRY
2SN [eUIWILD siled ‘4439 ‘souiaw Aujenb sbew -yoal Aunoag (8107) 'O ‘sied
'90USPING 'Sy ‘lied X2IND MBY ‘SaN|BA JO SiIed) siskjeu 'S90UDIDS -nopeded 3“3
[enbip yum |B11S13€1S (LLIOJSURL] DUISOD) 9124051() Pa129]|00 (sa1s -ef215J0  uonewlou| ‘nojesal||eAey|
ON payads 0N ON  payidads 10N sawilD ON 2in1eubis ‘(11g 1uedyiubis 15ea7) [ensip |00 :SOA -uali0J) 2dnsnf MIIADY ‘Kbojouyda] 939a1n "y ‘sipidwiesey
(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau anisod panyauaq JuUBWISSISSE (s)paau
uonesiwiuiw |e1a1os [[SETRLY £1910s jo passaippe  a>uejdane indino  fyundasiaghd s1dol  uonedjqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) |e3aos (s)1003 jo uondusaq yoieasay 2321205 ydaeasay jopley4 Anuno) ERIEIETEN|
£12100s uo (sabuajjeyd) f1v10s uo

s1pedwi aAnebau aaey Jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 32 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

CL1=£01
‘A1n235
Dipawininy
pup buipiH
uonpwIou|
uo doysyiom
WDV ¢z0Z 943
JO sbuIpa320.4
cZ. SWNEHI
U] '$DIsUa104
110} suon
-edl|dw| pue
WVYAN 143N 40
dieaH aya

YHM BuIpIH
ele 1o}
SUBD B Se
swiealis eleq
abeIo)s ssepy

SARUIRY

S9SED |NJSSINS O] YIM SW1sAs Jaind 1UDISISIDg —

-W0D JUaIIP 0| Buisn pajen|eas sty 1YbIS Ule|d Ul

uasald 1e $215uai0) A pasoubl Ajabie| (5218 sisAleu usppIH (2207)

|uUeYD 96RJ0IS B WYHAN 43N UIyIM -ualoy) dnsnr -ebais pue A1undag 'uewnig

1EP BIPAW WOJ) aAaLIaI pue Ul padojansp  (A1INdasiagAd) Aydel 'S9OUDIDS Y ‘|ogeydsiy

ON payads 10N ON  PaynadsIoN  S4oeneiaghd ON paguia 011das5uod Jo jooud |001:59A  uondaj0id eleq  -bBouebaig uolleulIoju| Auewian S SAIN
(s)3oedwi (s)1oedwi passaippe
sainseaw annebau anisod panyauaq JuUBWISSISSR (s)paau

uonesiwiuIw |e3aos |elaos £f1@00s jo passaippe  a>ueidare indino  Ayandasiagh> 5idoy  uonedygnd
Juonebmp paynuap| paynuap|  (s)uswbas syealy ) |easos (s)]003 jo uondusag yoseasay |e181>0S  Ydaeasay jo plal4 Anuno) ERITEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 33 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

swiyiioble buip [43an 44
-paquia 3313 JO SIsAjeuebals ayl 1oy 19 ‘8901 | [0/ ‘22U
24n1e3) 9/547 [ENPIAIPUI 83 JO AU Uey) -15S Ja1ndwio)
9oueWIOpRd 19119G PAMOYS 135 24N1ed) Ul S310N 21n1237
PaUIqUIOD 3Y) IS0 paulel) JasAjeuebals ‘8102 SOOI
9] 'S|oA9] snoLieA e Buiyloows A11n2a5 pup
uepde|de] 9yl UO Paseq $19s 2UN1es) bunndwo>
9/547 943 pauiquiod aney Asyp ‘Apnis pnojD '(sp3)
DJeasal SIY3 Ul UaXeLapun syuaw ‘oulag j
-1adxa ay1 buung ¥ ‘BuIyIooWs 3y Jo uonoalep ‘Ued "7 'ung
SUOIRIS)! JO JSCWINU Y3 PUE '\ 101Dk} s|auueyd XUl S[PAa]
9]e2s B 1s1a1aWeled oml Aq pajjon 1J9A0D IO snollep 1e bul
-uod s1 buiyloows ueidejdeq ayy Jo 2lem -J00WS uep
|9A3] 3y "s1asAjeuebHais ayy ol -lewioba1g -eide buisn
WEIIETH 1ndul ayy se buiyroows uelde|de jo 'sisAjeu sisAjeuebalg
‘Aydel $92.163p snoLieA BuliapIsuod wWoly -eH31s pue Aunoag eulyd as(8107)
-bouebais jo paule1qo S195 2in1es) dAjeuebals padojaasp  (A1Nd3s1aqgAD) Aydel 'S90URIDS wopbury ‘DY 'slog
ON payidads 10N ON payadsioN  9sn [eulwld ON Q€ ay1 auiquiod 01 asodoid Aay | |001:S9A  Alndasolgngd  -bouebars Bunndwod payun 4Ntz
SSCl-05¢l
(3spioablg
/ui0DIsNif)
bunzauibuz
puy aoUaIS
0107 big uo
DUIJUOD
|puonDUIIUY
EEECY
/suonpaunu
-wop puy
bunndwod uy
Ao0Ald puy
£111n2a5 35Ny
UQ 22U42JU0>)
|DUODUIIUY
33314121 810
ul'Apnig ased
sbuas Juresnsuod Ul bunelado SJISUDJ04
$2IsU104 [eXBIP Ul Pas (001 NN € Yim lenbig v
41V paisal A3y L "NNQ xog-pe|q bul S|9poly bul
ER(IETIE] -ssedAq 1o} l01e|ND|eD) SDUSN|U| 24NJeS4 Sa110) -ujea daaqg ul
[eubip yum ‘POY18W Mau e padnpoiul Ay 's|eob -ejoge| $2Is 1sn1] bulgeus
SawilD KIeSISApE puP S|apoWl 1eaiy) bul -uaioj pue (81070) 'V'N
‘Aydes -KIeA YIIM NNQ XOg-28| JO SSSUISNCOI $1Un0d> S9DURIDS 2BYN-917 S
-bouebais jo A11In29s Hunsal AjjeoiewslsAs joy  padojansp (215 [eUIWLD Ul Bupndwod 'SMOYUOZID)
ON  payidads 10N ON  PpaynadsioN  9sn [eulwild ON jloMmawel} 1uspuadapul-ulewop e 4]y |00} :SAA -U210j) @1ISN[ 3OUIPIAJ FSUREIS puefal| “y ‘eddny
(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau anisod panyauaq JuUBWISSISSE (s)paau
uonesiwiuiw |e1a1os [[SETRLY £1910s jo passaippe  a>uejdane indino  fyundasiaghd sidoy  uonedignd
Juonebmp paynuap| paynuap|  (s)uswbas sjealy) |e3aos (s)]001 jo uondudsag Yoieasay |e12120S  YoJeasay jo p|RYy Anuno) ERIEIETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1pedwi aAnebau aaey Jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 34 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payidads 10N

ON payidads 10N

|e1auab ul
ON JSETblelN

ON  payads oN

Syoeneaghd

SJUWINDOP
Jusjnpnely

ON

ON

abueYDXa e1RP USPPIY

[NJssa02Ns e wioylad pue ABa1ens si
J3jul 01 SalJed UONEIIUNWWIOD 1JSA0D
anidepe ay1 1oy }ndYIp 3 bupew
‘W) JOA0 INOIABYR( SUSPIEM DU JO
UOI1BOYIPOW [SUSpIBM DIWRUAQ

(3lo1d TINYT 'FoAUOD) Slopowl Buluies)
dasp pue ‘(JZoN ‘NN eIy ‘I5501D
‘gsuel] ‘Ysuel] ‘Hsuel] ‘Jsuel] ‘Bulp
-pagWi3 Painidniis) S|9POW DUIRW0aH
‘(31oH "gPHPNnL ‘Fidwis ‘Frenpd ‘x3dwod
“1¥DS3H) S|9POW UONEZ1I0108) XL1eW
:UONDS19P PNRJJ IUSWNDOP JOJ Sanbiu
-U231 BudaY2-108) PISEG-2HPa|MOU

padojansp
|001 :S9A

pa13/0d
5|00} 1534

[(STeENEel)]
uopndaoid eleQg

1US3U0D
[enbIp jo Ay
-duayine pue
diysisumo
"(A1In23519042)
uondaloid ereq

sjpuueyd
119/0D

uonoalep
sa112b.0)
abeu|

S9OUIDS
Bupndwod

S9OUIIDS
uoleuIop|

'S9OUDIDS
Bunndwod
‘Abojouyda]

SeLClL

b6 'SWDISAS
J2indwio) uoy
RENE ¥
‘SuSplem
JIWRUAD Yum
uopedunw
-WOD 1I9A0D
3}I0MISU
aAndepe
bupsiunod
(6102) T 12119M
7B "I\ ‘qUnoyD
Auewiian S '|9ZpUIM
puelod M HAzoinzepy
€E-LLISKEL
JOA ‘92U3IDS
J21ndwio) ul
S2JON 21N1237
6102 burDD
‘buIssad0ld

D EIRIEL ]
pup sonsinbur]
JpuonpInduwio)
‘(P3) 'WwingeD
v ulApms
SAIsusyaud
-WwoD V :uon
-3319 pne.q
1usWNO0Q o}
sanbiuyoa)
paseg-abpa
“[mouy (£207)
d'A"k9puy,p
N T 13160
d Isudery
-Z3aWon

v 192n0Q
"J'solog

“g 'spuiof
ouel4 -Zaufley

(s)1>edwi

sainseaw aAnebau
uonesjwiuiw |e1a120s
Juonebmy payiusp|

(s)1>edwi
aanisod panysuaq
|e1a10s 191005 jo
paynuap|  (spuswbas

£191>0s uo (sabudjjeyd)
syoedwi aanebau aaey Jou
S90p Yd4easal siskjeuebals

£191>0Ss uo
(s3yauaq) sydedwi aanisod
sey ydieasai siskjeuebas

passaippe
sjealyL

JUBWISSISSe
aueydarne
[[SETRLIS

(s)1003 jo uondudsag

indino
yoseasay

passaippe
(s)paau
Andasiagh>
[ETRLS

J1doy
ydaeasay

uonediqnd
joppRY

£Anuno> ERTEYETEN]

£1310s JO spaau ay) s19aW Ydieasal siskjeuebals

uonew.oyul [e1RUID

(PanuNUOd) ¥ 3jqey



Page 35 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payadsioN

ON payiads 10N

ON  payidads 10N

(P1Ep |PUOS
-1ad Jo uon
-d9101d pue
SOILY33) Sybu
uewnH

SOA payidads 10N

Aydel
-bouebais Jo
asn [euluLD

sabe
-jea| AoeAlld
‘SyeneIagh)

usw

~UOJIAUD 351dIaIUD 'WR1sAS3|Y DY Jo

asn Jenbal ‘uoneasd pa1duds pue
ABojouyday abeiols :suonebnsanul

DIsuaioj [eUBIP ple 01 sanbiuydal asod

-oid pue sjauueYd SNOJ JO Sajigeded

oN o1ydesbouebas sy a1enjeas Aoy

(NIA-3d ‘Y4N) sanbiuydal [9A3)

-90uas”yul ‘(uondAious d1ydiowowoy
‘Paseq-uUoneulwi|s ‘paseq-uoleuwio)

-sueJ)) sanbiuyday |aAsj-uonelussaldal
‘(SIS9UIUAS ‘|eIBSISAPE 'UOIIBISNO)
sanbiuyoal [aAs-abewl :sanbjuydal

ON Bupueyua-Adeand duiawolg

pa13|0>
|00} 1534

pa103|0d
5001 :S9A

(sa1s
-Ualoy) aonsnf

[(STENE /)]
uonaaoid ereg

$3110}
-eJoge| $2Is
-Ua10) pue
§1IN0d>
[eUIWLID U]
2DUapINg
‘sisKjeu
-eHa3s pue
Aydeus
-bouebaig

Aydel
-bouebais

(€€)
‘AIIN2as pue
Ajiqeray
11Ige|ieAy uo

ERICIEN[op}
|euoleusIu|
Yzl sy jo
sbuipad01d
£1,534v U]
"S4IN uo
sdweisauny
wsAss|y
paie|ndiuew
bunde1ag
:sdnooiy
dweisswi|
(£100) 93
‘lddism g W
I3329P3IWYDS
"/ ‘SIZyeIAOA
"G IsunaN

£

A1Indag
's9DUBIDS
Bunndwod elisny

Bl—/yly
‘91 ‘A1undas
DUD SISUI0H
uonLWIOJU| UO
SUOIIDSUDI|
3931 Aening
dAISURY
-21dwo) v
1SD112Wolg
9264 bul
-oueyu3—Adea
-1id (1202)
APPSR Y
1994 "y 'ss0Y
(M 1118YdS
“y 4adliny

“N 4aweq d
1510443] “d
IUSAOIS 10y “g ‘USpaN

Andas  esuawy Jo
'S9DUBIDS $91€15
uoleuLIop| panun
CERIIE] Aueuwian

-19S DISUDIOH

(s)3oedwi
aAnebau
|e3aidos
payiusp|

sainseawl
uoljesiwiuiw
Juonebpy

(s)3oedwi
annisod
|elaos

paynusp|

panyauaq
£1910s jo
(s)rudwbas

£12100s uo (sabuajjeyd)
s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

f1v10s uo
(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

passaippe
sjealy)

JUBWISSISSE
auejdane
[[ETRIIN

(s)]003 jo uondudsag

ndino
ydJeasay

passaippe
(s)padu
Aundasiagqh>
|e3a1d0S

s1doy
ydieasay

uopedignd

J0 paI4 Anuno) dUIY

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 36 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

879¢-619¢
"(¥)89 521
-uon3|3
DLISNPUJ UO
SUOIDDLSUDI|
333/ "uonesn
-usyiny pue
suopedunul uonnguisig
-wod dlydeibourHas 1UaA0D US1ealY) ENBITE|
Y2IYM ‘S3e11e 9|ppIU-9Y31-Ul-UBW WO} YUM BIPa
suI1sAs d1ydesbourbais 199101d ued Buiwesng
yo1ym ‘abueydxs pue bupepdn Aoy dIOA19AO
JjweuAp ojul bupeibaiul uoe|nwndde uopesunw
AeM-2UO SIPN|DUI }] "SUOIBIIUNWIWIOD -W0D) LAA0D
dIOA LISA0D 33 10} PIsIASP S| wiyiioble padopprsp  (And9siaghd)  sjpuueyd wopbury  *(1z07) °S ‘Buel
ON payidads 10N ON paynadsioN  syoenessghd OoN o1ydelbouebHais dWeUAP Mau |001:s9A  uondaj0id elRQ 13A0D) JEINTe) payun R " 'Buad
67 L—EL 'Swa)
SIOM SAISUSIUL 92IN0SU -sAS pauyaqg
BuisiwIuIw 1s|IYMm ‘SN A 1961e1-UOU JO 2I1DM}JOS UO
KoeAud ayy Buisiwoldwod INOYIM SNA a0U219JU0D
1961€1 JO Jagquinu SY3 SuljuIea.ls 01 Swie |puonDUIIUY
pno|> 96pa 1ueUl-N|NW e 01 pPaINGLIe y1no4 /107
UoeBIISIAUL DISUSIO) B YDIYM Ul u| uonnguny
P313PISUOD SEM OlIPUIDS 3SED ANAIDY
‘SJUSWIUOIIAUL Bunndwod abpa pue Buinlasald
PNOJD UIYIIM BIEP DISUIOJ-IUP Ul 2DUSP KoeAld paseg
-1A9 DISUDIOJ 10} U21eas A|JUaIdLys O} -92IN0S3Y BIA
s1adsns pasodoid sem uoiN|os \y “uoNgLNe pnopD 8y ul
-uou jo Adeaud A)AIDR JUSIDYYS JOJ SBO| YIoMISu pue SDISUDIOJ-IUY
aAIasald 0} (pYEP |PUOS 9OUIPINS BulsIaW plepueis a6eISAI) [|IM UYDIYM S31I0} bunebinp
(dSD) ssapinoid -Jad jo uon [eubip yum SIUWIUOIIAUS Buiindwod abpa pue -ejoge| $21s (£102) 3
-32IAI3S-PNOJD JO -d9101d pue SawilD PNOoP ulylm uonebISaAUL e JO adeds ‘(A1IN23s19gAd)  -ualo) pue ‘eJilayuag
Sjuswalinbai uopdaoid  SIY3IL) Ssybu ‘Aydel yoJeas 196.e1 soIsualoy [eUBIP a3 uopndaoid eleQg $1nod S IZUNYIN
|eo1y1a pue [eba e1ep pue uewny -bouebais jo Buipnpas 01 uonnjos Buiriasaid padojanap ‘(s3I |eulwLd Ul S9DUIIDS wopbury “1'YSI9M VY
oA Adeald isop SOA PayIdadsIoN  9sn [eulwilD OoN -KoeAnd Dnsoube ainidamydie uy |00 :SA -Ua10J) SN[ 3DUSPIAJ punndwod pauun 'apegepO
(s)3oedwi (s)1oedwi passaippe
sainseaw aAnebau annisod panysuaq JUBWISSISSE (s)pasu

uonesjwiulw |e1a1os |e3a1dos £1910s jo passaippe  adueidarde indino  L3ndasiagh> sidoy  uonedygnd

Juonebmp paynuap| paynuap|  (s)uswbas sjealyL [[ETRIIN (s)]o01 jo uondusaqg ydJeasay |e121D0S  Ydaeasay JoplRi4 Anuno) ERIVEIETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 37 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

sol0} GLE9E-€9€9€
-eJoge| JIs ‘8 55320 333/
-ualioj pue sisKjleuy 21Ny
§1In0d> -DNIIS S J3ule)
|eulwD Ul -UuoD Uo paseg
03pIA [e1BIP 8Y1 pue ‘|spoul pue 1USUOD  3DUSPIAG uonedynuap|
pueiq ‘4104 jo buidnoib 1321103 ay1 [eubip jo Au- ‘Ayjeurbuo 92IN0S 03PIA
2)ew o1 swiyioble buuaisnp sasn -dlusyine pue 1USU0D [eubig (0z0z)
anbiuy231 8y "S92IASP O3PIA BIPSWIL diysioumo 1eubig O 'eqlelIA
-[NW JO 2IN12NA1S 9Y1 JO SISA[eUE DY) UO ‘suopebisaAul  ‘spoyiaul 7"y ‘032010
paseq swyilobje pasiatadnsun Jo 2ISU.04 JO uonesy |eAOpUES
OUIPIAS asn ay1 ybnouyi sadiasp [eubip Aq abeyun -nuap! “3'obuan
1eubIp yum pa31e1auab SOapIA [PUBIP JO JapIodWed  padojanap ‘(215 ERlIET) zelew|y "y
ON payidads 10N ON payads 1oN sawlD oN 92IN0S aY1 Sayuap! 1eyy anbiuydal |001 :SaA -UaJ0j) 2o1sNn( Buibew| Abojouyda| uleds  ‘zadoT sowey
6¥199-9¢¥99
'6 ss220y 333/
Aioeded Buiply e1ep a|geuoseas pue “uonesyIuly
'SsaUIY[ea)s ‘ssauisngos buipiaoid Buisn bulpiH
‘JUDI[D GOM B PUB IDAIDS GIM B U92MID] uolewLIO|
$194235 JajSuei] 01 JI9PJO Ul ‘UonedyIuIW (1202) ‘M
9|y 1dLDSeAR 91 UO paseq padojeAsp  (A1N23s19qgAD) Aydes "NAzounzey
ON payidads 10N ON paynadsioN  syoenessghd oN poyiaw Buipiy UolIeWIOMUI MaU |001:s9A  uondaloid eleg  -bBouebars  ABojouyda] puejod 1R 'd ‘eqley
5101d1IDsap pue syujod-A3y | 4|S uo
paseq auo ay1 pue s1oejiie buidies
-OWap U0 Paseq wiyioble syl Jo sdew
uolsPap a3 1elbajul 03 paljdde s 18766-89766
POY13W UOoIsSN} 8y} ‘OLIBUSDS PUOIDS B ‘01 'ssa20y/ 333/
u| ‘yoeoidde paseq 45 pue yoeoidde ‘uondeleg
paseq NNYd Jo sdew uoisidap ay a1eb S91101 K19b104
-a1bbe 01 paljdde s| poyiaw UoIsNy Y3 -eJoge| JIs sbew| uo
‘01IRUDDS 151 SU1 U] 'S195R1eP JUIayIp -ua10j pue uolsn4 1ajeys
OM] UO Pa1$3] U33q aARY S1NSal AVE[VIon} $1IN0d> -11sdwisQ pue
9DUPIAS JO |eIUBWIIAXD PUE PaIdPISUOD U] [eubIp Jo A1 [eurwLd ul uelsakeg Jo
Bupadwe| 9ARY SOLIPUDS UOISN) OM| “suoliedljdde -DllUSYINe pUB  3DUIPIAJ Apnis aaneled
'9DUIPINS uo2319p Hupaduwel Joj ‘Uoisny paseq diysisumQ  ‘Ayjeuibuo -WoD v (2207)
[eubip yum -K109y3 JajeyS-1a1sdwag pue uelsakeg padojanap ‘(215 1US3U0D FRU=NENE
ON payadsioN ON  payidads 10N sawilD ON ‘pasodoid aie sanbiuydal uoisny om| |00 A -Ualoj) acnsnf 1eubig AKbojouydza| 2duely "]y ‘OH-ueyd
(s)3oedwi (s)3oedwi passaippe
sainseaw aAnebau annisod panysuaq JUBWISSISSE (s)pasu
uonesiwiuiw |e1a1os [[SETRLY £1910s jo passaippe  a>uejdane indino  K3ndasiagh> sidoy  uonedgqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealyL [[ETRIIN (s)]o01 jo uondusaqg ydJeasay |e121D0S  Yoaeasay jo plal4 Anuno) ERIIEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1pedwi aAnebau aaey Jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 38 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payads 0N

ON payads 10N

ON  payidads 10N

ON  payidads 10N

Aydel
-bouebais jo
5N [eUIULD

syoenelaghd

oN

(anbiuyoan

Paseq-\A) Uonelbiw ‘(uoliezijewiou
el ‘Suspiem aA110e) s|od010.d
:S|2UURYD 1U9A0D 01 S2INSEIWIDIUNOD)

9s50dx36215 pue |yS 99y

YDA Jsulebe paledwlod S| SSaUSANDYD
S1| 9215 S)I BuNeWISS puUe ‘UoeWIOMI
pappaquwia ay1 buinsiiiai ‘speojled
uapply Bunda1ap ‘ssoene abew|Sd
-9YOAU| BUISS2IPPE IO} POYIDW B SIARIA

pa103]|0d
5001 :S9A

padojsnsp
|001 :SaA

(5215
-ualoy) adnsnr

(ST PENES))
uonaaloid eleg

slpuueyd
119A0D

uoi319p
sjauueyd
1J9A0D IO
alem
-lewoba1g

uawdojansp
elpawnniy
's9UD

-12S DISUDIOH

Anoag
'S30UIDS
uoleuIop|
‘Kbojouyda]

797-8¥C

"I€¥01 |oA DoUd

-I2§ Jaindwio)

Ul S210N 24n1037]

£10Z MAMI
“buyIDWIID/)

DUD $2ISURI0

[oubIg ‘(sp3)

Wiy "H ‘'uuew
-NIATTIYS O A
‘Iaziaely D U|
“SHIOMISN [eny

-lIA Ul suoney
-uswis|dw Jo

Apnis v

'SJUSWIUOIIAUT

pnojp ul spu

-ueyd LIBA0D

Spiemo|

(£100) 'L

‘13jlopuabb3

RrU9PN "d

Auewlan  ‘uueuayalds
Cl-1zeoc

'SYJOMIaN uon)
-D2JUNWIWOD

pup A11n2ss

‘sobew|

[eubiqg o

pappagqui

syduos

[[2YS49M0d

SNOIe JO

K12n023Y pue
uondaRg

pVETRIITE|

(ceoo) 1

‘onsed

wopbury  -zapueussH g
pauun "W jieddnz
Ajey  ‘auolbired “m
puejod  ‘“fAzoinzep “y
Auewian  “I9sneyyeyds

(s)3oedwi

sainseawl w>_ummw:
uoljesiwiuiw |elanos
Juonebpy paynuap|

(s)1oedwi
annisod panyauaq
|e1anos £1910s jo
paynusp|  (spuswbag

£12100s uo (sabuajjeyd)
s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

f1v10s uo
(s1ysuaq) syoedwi aanisod
sey yoieasas sis|euebals

passaippe
sjealy )

JUBWISSISSE
asueydane
[[ETRIIN

(s)]003 jo uondudsag

ndino
ydJeasay

passaippe
(s)pedu
Kundasiagh>
|e3a1d0S

J1doy
ydaeasay

uonediqnd
joppRY

A1uno) ESIIEYETEN]

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 39 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

8ECLy-9ccly
‘01 'ssa0y 333
‘slpuueyD 1S

219 'awip bul -A0D) YIOMISN
-peo| abed ‘snanpiaji41aN ‘Adeds ‘JoD 3|qIsianay Jo
panle2iad ay1 Jo suolielalfe ‘Aiiejnueld siskjeuy
19¥2ed-Iad pue 5g ‘|suisy Y3 Jo uon (2200 1
-eyuswbne ‘buiiae| spod ‘buippe asiou ‘auol|biae) g
uopdayoid Aydel ‘salbarens ,buljieudis, ‘buiddoup 1o3oed Ay S '|9ZPUI
elep pue -bouebais jo wopues ‘bunayng ‘buideys ouyjel| pa129|j0d  (AWNdasiagAd)  sjpuueyd Auewian "M SAzounzepy
ON  Adeaud :sop ON PaynadsioN 35N [eulwid OoN “BulIaaUIBUS LRI} JO SUSPIEM DAY S|003}:SaA  uondaj0id eleQg 1SA0D Abojouyda| puejod "4 'Klezs
(Apoisnd jJo

uieyd) me| lzel-e6llL
|euoneu ‘(@ce 'sjoroin
-121U1 Jo 9 sAanins suop
2DUBAISSQO -D2JUNWIWOD)
s 333/ 'sanss|
‘Aoualed uadQ pue
-suel) pue A ‘sayoeosddy
-Jlgelunodoe 'sabus|eyd
$3|N1 2DUIPIAS JO olgnd '$215Ua104 (10])
95N pue bupsyen ‘uonesadood suonebisanul sbulyy joiau
‘sauljapIinb 19pI0G-5501D) 2ISU2104 JO -121U| 3Y) Uo
Buissadoid pue ‘(e3ep abeyun ASAING v
uonoajoud Jeuositad jo Aydel ‘Jus1u0d (0202) M3
‘9beiols ereq uonoda -bouebais jo [eubIp jo Au ‘SyesleN 3 3
'(OS|) uonezipie -oid pue asn [eulwlD -dnuayine pue  sabuajieyd ‘Sljled “S sy
-PpuUBIS DISUI04 uopdaoid  $OIY3IR) Saybu 9OUIPINS diysisumQ  $dIsualoy -ejo016eURY “A
‘me| ueadoing e1ep pue uewny |e1auab u [eUBIP Yum ‘(sd1s |eubIp Jo suon 909210 ‘SI{EePNOJOYIN
SoA Adeaud isan SOA K191205 SawilD ON V/N ON -UaJ0§) 251sN( MIIADY  -BDIUNWILIOD Auewian " 'eAOURAOIS

(s)3oedwi (s)3oedwi passaippe

sainseaw annebau ansod panyauaq JuBWISSISSE (s)paau

uonesjwiulw |e1a1os |e3a1dos £1910s jo passaippe  a>ueidare indino  Ayandasiagh> 5idoy  uonedygnd
Juonebpy paynuap| paynuap|  (s)uswbas sjealy ) |easos (s)]003 jo uondusag yoseasay 2181205 Ydaeasay jo plal4 Anuno) ERIIEYETEN]
£12100s uo (sabuajjeyd) f1v10s uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Page 40 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

Str=L1y
(1202 WY4dDl)
spoylapy pup
suonpoyddy
uonjuboday
U214 Uo
20U219JU0D
[DUODUIIUY
ol ayrjo
S31I0} sbuIpaal0id
SeIDWIRD JUSIRYIP 87 WO} -eI0QP| JIS U] 1dNAUOD
SO9PIA 6ES | JO BUNSISUOD 135 e1eP -Ua10j pue paulens
NOISIA }ewyduaq ay1 uo yoeoidde S1Nod -UoD e Yim
SIU1 Pa1eN|eAS A3 "BISWIED 32IN0S S} [eulwD Ul 9SION UJaned
Ajnuspi 01 9104 Auiofew e Ag pauiquiod JUSUOD  3DUSPIAS 1OSUSS WOy
uiny Ul aJe YdIyMm saulelj 03pIA [BNPIA [eubip jo A ‘Aujeuibuo uonedyNuUSpP|
-Ipul Ajisse|> 01 paubisap s W1SAS JIay | -dlusyIne pue 1UU0D eJawie) 0apIA
‘syndul Inojod Buissadoud Jo s|geded diysisumo 1eubiag (1200 ®
19A€| [PUOIN|OAUOD PaUIeIISUOD B JO ‘suonebissAul - ‘spoyiawl ‘Ipsedozzy g
UOISIDA PIPUIXD UY "SSWIRI} OIPIA WO JISUI0} JOo uoneoy S9DURIDS “3'2u63|y “S
9OUIPIAS 10e3%3 A3Y3 1Y) susened asiou dydads abeyun -nuap! uopewIoju| uleds 9 ‘enpeygeu
1eubip yum eJ9UIED UO Paseq 09pIA e Jo elawed  padojanap ‘(s215 ERIET) EERIIETR spue| -uag “g
ON payadsioN ON  payidads 10N sawilD ON 92IN0S a3 AJIUapI 01 poylaW |00 :S9A -ual10J) 2dnsnf Buibew| Buindwod  -1YieN ayL ‘UBWLIRWIWI
(s)yedwi (s)1oedwi passaippe
sainseaw aAnebau annisod panysuaq JUBWISSISSE (s)pasu
uonesjwiulw [[SETRLH |e3a1dos £1910s jo passaippe  adueidarde indino  K3ndasiagh> sidoy  uonedyqnd
Juonebmp paynuap| paynuap|  (s)uswbas sjealyL [[ETRIIN (s)]o01 jo uondusag ydleasay |e191D0S  Yoaeasay Jo plRi4 Anuno) ERIVEIETEH]
£12100s uo (sabuajjeyd) £f1v10Ss uo

s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

(s1yauaq) sy1pedwi aanisod
sey yoieasas sis|euebas

£191>05 JO SPadU 3Y) S193W Yd1edsai sisk[euebals

uoljew.oyul |eIBUID

(panunuod) ¢ ajqey



Page 41 of 44

11

(2024) 13

Nicolds-Sanchez and Castro-Toledo Crime Science

ON payadsioN

ON  payidads 10N

2DUPINS
[eubip yum
EEIp)
‘Aydel
-bouebais jo
5N [eUIULD

0b63153421ND ‘0ba35uadO ‘Ynd
-uad(Q 1001-5 ‘9AFIUB)|IS ‘JAIHdT |00}
Aydeisbouebais a3i1nos-uado Jo bunsa]

pa13|0d (s21s
S|00)}'SOA  -UDI0j) ddnsnf

sabus|eyd
SOISUaI0)
[enbip jo
MIIADY

suon
-e2[UNWWoD
'S9OUIIDS
Bupndwod
'S9OUDIDS
uonewlIoju|

9€-09¢
‘(bioglipWis)
DI UDWS
333/ pup
(wods4D) bul
-Indwo?) [p120s
puD |02ISAY4
429/ 3331 puv
(WoHU3ID)
suonpaUNW
-woH pup
buindwod
u2a19 333| puo
(sbuiyy1) sburyy
JO JauIRIUj UO
ESIEYETNep)
|DUONDUIIUY
3331107 Ul
‘Aydeiboue
-6215 abew ul
sabuajieyd
DISUaJ04
J9Indwo) pue
M3IAIBAQ UY
wopbury  (£107) 'S ‘e
palun  -IeZ R "V | ‘UeA

(s)3oedwi
aAnebau
|e3aidos
payiusp|

sainseawl
uonesiwiuiw
Juonebpy

(s)3oedwi
annisod
|elaos

paynusp|

panyauaq
£1910s jo
(s)rudwbas

£12100s uo (sabuajjeyd)
s1oedwi aanebau aney jou
S90p Ydieasal siskjeuebols

f1v10s uo
(s1yauaq) sy1pedwi aanisod
sey yoieasai sis|eueboals

passaippe
sjealy)

JUBWISSISSE
auejdane
[[ETRIIN

passaippe
(s)padu
Aundasiagqh>
|e3a1d0S

ndino

(s)]003 jo uondudsag yoJeasay

J1doy
ydaeasay

uonediqnd
jopppRY

A1uno) ESIIEIETEN]

£191>05 JO SPadU 3Y) S193W Yd1edsai siskjeuebals

uoljew.oyul |eIaUID

(panunuod) ¢ ajqey



Nicolas-Sanchez and Castro-Toledo Crime Science (2024) 13:11

Acknowledgements

We would like to express our gratitude to the participants of the nominal
groups for their invaluable contributions to this research. We also extend our
appreciation to the anonymous reviewers for their constructive comments.

Author contributions

The individual contributions of authors to the manuscript are as follows: ANS
carried out the systematic review of the literature, assisted in the nominal
groups, analysed the results and drafted the manuscript. FJCT proposed the
study design, assisted in the systematic review and data analysis, conducted
the nominal groups, and revised and drafted the manuscript. Both authors
read and approved the final manuscript.

Funding
This work is funded by the European Union’s Horizon 2020 Research and Inno-
vation programme under grant agreement No. 101021687 (UNCOVER).

Availability of data and materials
The authors confirm that all data generated or analyzed during this study are
included in this published article. No dataset is analyzed or generated.

Declarations

Competing interests
The authors declare that they have no competing interests.

Author details
"Plus Ethics, Elche, Spain. 2PARADIGMA Innovation, Elche, Spain.

Received: 27 October 2023 Accepted: 22 April 2024
Published online: 14 May 2024

References

Almeida, J. R, Fajarda, O., & Oliveira, J. L, et al. (2020). File forgery detection
using a weighted rule-based system. In A. Arampatzis (Ed.), Experimental
IR meets multilinguality, multimodality, and interaction. CLEF 2020 lecture
notes in computer science. Cham: Springer International Publishing.

Araujo, I. I, &Kazemian, H. (2020). Improving steganographic capacity using
distributed steganography over BMP. Multimedia Tools and Applications,
79(35-36), 26181-26195. https://doi.org/10.1007/511042-020-09298-3

Arshad, H., Jantan, A, & Abiodun, O. (2018). Digital Forensics: Review of issues
in scientific validation of digital evidence. Journal of Information Process-
ing Systems, 14(2), 346-376. https://doi.org/10.3745/jips.03.0095

Athanasiadou, E., Geradts, Z., & Van Eijk, E. (2018). Camera recognition with
deep learning. Forensic Sciences Research, 3(3), 210-218. https://doi.org/
10.1080/20961790.2018.1485198

Aumayr, D., & Schéttle, P. (2022). U can't (re)touch this—a deep learning
approach for detecting image retouching. In S. Sclaroff, C. Distante, M.
Leo, G. M. Farinella, & F. Tombari (Eds.), Image analysis and processing—
ICIAP 2022. Cham: Springer International Publishing.

Bachman, R. D,, & Schutt, R. K. (2017). Fundamentals of research in criminology
and criminal justice (42). Sage.

Bammey, Q., Grompone von Gioi, R, & Morel, J. M. (2020). An Adaptive
Neural Network for Unsupervised Mosaic Consistency Analysis in Image
Forensics. In 2020 IEEE/CVF Conference on Computer Vision and Pattern
Recognition (CVPR), 14182-14192. https://doi.org/10.1109/CVPR42600.
2020.01420

Bernacki, J, & Scherer, R. (2022). Digital forensics: a fast algorithm for a digital
sensor identification. Journal of Information and Telecommunication, 6(4),
399-419. https://doi.org/10.1080/24751839.2022.2058252

Bertini, F, Sharma, R, & Montesi, D. (2022). Are social networks watermarking
us or are we (unawarely) watermarking ourself? Journal of Imaging, 8(5),
132. https://doi.org/10.3390/jimaging8050132

Bobkowska, K., Nagaty, K., & Przyborski, M. (2019). Incorporating iris, fingerprint
and face biometric for fraud prevention in e-passports using fuzzy vault.
IET Image Processing, 13(13), 2516-2528. https://doi.org/10.1049/iet-ipr.
2019.0072

Page 42 of 44

Bortolameotti, R, van Ede, T, Caselli, M., Everts, M. H., Hartel, P, Hofstede, R,
Jonker, W,, & Peter, A. (2017). DECANTeR: DEteCtion of Anomalous out-
bouND HTTP TRaffic by Passive Application Fingerprinting. In ACSAC “17
Proceedings of the 33rd Annual Computer Security Applications Conference,
373-386. https://doi.org/10.1145/3134600.3134605

Buhrer, S., Feidenheimer, A, Walz, R, Lindner, R, Beckert, B, & Wallwaey,

E. (2022). Concepts and methods to measure societal impacts — an
overview. Discussion Papers Innovation Systems and Policy Analysis, 74.
https://publica-rest.fraunhofer.de/server/api/core/bitstreams/0O6cee
3b3-f386-4ef5-8026-26c9311e0923/content

Burgess, J. P.(2012). The Societal Impact of Security Research. PRIO Policy
Brief, 9. https://www.prio.org/publications/7377

Burton, J,, & Lain, C. (2020). Desecuritising cybersecurity: towards a societal
approach. Journal of Cyber Policy, 5(3), 449-470. https://doi.org/10.
1080/23738871.2020.1856903

Bush, A., Amechi, M., & Persky, A. (2020). An exploration of pharmacy educa-
tion researchers’ perceptions and experiences conducting qualitative
research. American Journal of Pharmaceutical Education, 84(3), 7129.
https://doi.org/10.5688/ajpe7129

Cabaj, K., Caviglione, L., Mazurczyk, W., Wendzel, S., Woodward, A., & Zander,
S.(2018). The new threats of information hiding: the road ahead. IT
Professional, 20(3), 31-39. https://doi.org/10.1109/MITP2018.032501746

Caianiello, M., & Camon, A. (Eds.) (2021). Digital forensic evidence. Towards
common European standards in antifraud administrative and criminal
investigations. Wolters Kluwer. https://iris.unimore.it/bitstream/11380/
1230941/2/CAIANIELLO-CAMON%2C%20Digital%20forensic%20evi
dence.pdf

Cardamone, N., & d’Amore, F. (2019). DWT and QR code based watermark-
ing for document DRM. In C. Yoo, Y. Q. Shi, H. Kim, A. Piva, & G. Kim
(Eds.), Digital forensics and watermarking IWDW 2018. Cham: Springer
International Publishing.

Casino, F, Dasaklis, T. K., Spathoulas, G. P, Anagnostopoulos, M., Ghosal, A.,
Borocz, I, Solanas, A, Conti, M., & Patsakis, C. (2022). Research trends,
challenges, and emerging topics in digital forensics: a review of
reviews. [EEE Access, 10, 25464-25493. https://doi.org/10.1109/ACCESS.
2022.3154059

Castillo-Camacho, I, & Wang, K. (2021). Data-dependent scaling of CNN’s first
layer for improved image manipulation detection. In X. Zhao, Y. Q. Shi, A.
Piva, & H. J. Kim (Eds.), Digital forensics and watermarking. Cham: Springer
International Publishing.

Caviglione, L., Choras, M., Corona, I, Janicki, A, Mazurczyk, W., Pawlicki, M., &
Wasielewska, K. (2021a). Tight arms race: overview of current malware
threats and trends in their detection. IEEE Access, 9, 5371-5396. https://
doi.org/10.1109/ACCESS.2020.3048319

Caviglione, L., & Mazurczyk, W. (2022). Never mind the malware, here’s the
stegomalware. [EEE Security & Privacy, 20(5), 101-106. https://doi.org/10.
1109/MSEC.2022.3178205

Caviglione, L, Mazurczyk, W, Repetto, M., Schaffhauser, A, & Zuppelli, M.
(2021b). Kernel-level tracing for detecting stegomalware and covert
channels in linux environments. Computer Networks, 191,108010. https://
doi.org/10.1016/j.comnet.2021.108010

Caviglione, L, Wendzel, S, & Mazurczyk, W. (2017). The future of digital foren-
sics: challenges and the road ahead. IEEE Security & Privacy, 15(6), 12-17.
https://doi.org/10.1109/MSP2017.4251117

Chang, C. C. (2021). Cryptospace invertible steganography with conditional
generative adversarial networks. Security and Communication Networks,
2021, 1-14. https://doi.org/10.1155/2021/5538720

Chang, C. C. (2022). Automation of reversible steganographic coding with
nonlinear discrete optimisation. Connection Science, 34(1), 1719-1735.
https://doi.org/10.1080/09540091.2022.2078792

Chang, C.C, Li, C.T, & Chen, K. (2019). Privacy-preserving reversible informa-
tion hiding based on arithmetic of quadratic residues. IEEE Access, 7,
54117-54132. https://doi.org/10.1109/ACCESS.2019.2908924

Christen, M., Gordijn, B, & Loi, M. (Eds.). (2020). The ethics of cybersecurity. Cham:
Springer.

Collier, B, & Hutchings, A. (2023). Cybercrime: a social ecology. In A. Liebling,
S.Maruna, & L. McAra (Eds.), The oxford handbook of criminology (pp.
456-478). Oxford: Oxford University Press.

European Commission (2023). Horizon Europe Work Programme 2023-2024.
Civil Security for Society. https://ec.europa.eu/info/funding-tenders/


https://doi.org/10.1007/s11042-020-09298-3
https://doi.org/10.3745/jips.03.0095
https://doi.org/10.1080/20961790.2018.1485198
https://doi.org/10.1080/20961790.2018.1485198
https://doi.org/10.1109/CVPR42600.2020.01420
https://doi.org/10.1109/CVPR42600.2020.01420
https://doi.org/10.1080/24751839.2022.2058252
https://doi.org/10.3390/jimaging8050132
https://doi.org/10.1049/iet-ipr.2019.0072
https://doi.org/10.1049/iet-ipr.2019.0072
https://doi.org/10.1145/3134600.3134605
https://publica-rest.fraunhofer.de/server/api/core/bitstreams/06cee3b3-f386-4ef5-8026-26c9311e0923/content
https://publica-rest.fraunhofer.de/server/api/core/bitstreams/06cee3b3-f386-4ef5-8026-26c9311e0923/content
https://www.prio.org/publications/7377
https://doi.org/10.1080/23738871.2020.1856903
https://doi.org/10.1080/23738871.2020.1856903
https://doi.org/10.5688/ajpe7129
https://doi.org/10.1109/MITP.2018.032501746
https://iris.unimore.it/bitstream/11380/1230941/2/CAIANIELLO-CAMON%2C%20Digital%20forensic%20evidence.pdf
https://iris.unimore.it/bitstream/11380/1230941/2/CAIANIELLO-CAMON%2C%20Digital%20forensic%20evidence.pdf
https://iris.unimore.it/bitstream/11380/1230941/2/CAIANIELLO-CAMON%2C%20Digital%20forensic%20evidence.pdf
https://doi.org/10.1109/ACCESS.2022.3154059
https://doi.org/10.1109/ACCESS.2022.3154059
https://doi.org/10.1109/ACCESS.2020.3048319
https://doi.org/10.1109/ACCESS.2020.3048319
https://doi.org/10.1109/MSEC.2022.3178205
https://doi.org/10.1109/MSEC.2022.3178205
https://doi.org/10.1016/j.comnet.2021.108010
https://doi.org/10.1016/j.comnet.2021.108010
https://doi.org/10.1109/MSP.2017.4251117
https://doi.org/10.1155/2021/5538720
https://doi.org/10.1080/09540091.2022.2078792
https://doi.org/10.1109/ACCESS.2019.2908924
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf

Nicolas-Sanchez and Castro-Toledo Crime Science (2024) 13:11

opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-Civil-
security-for-society_horizon-2023-2024_en.pdf

Cozzolino, D, Marra, F, Gragnaniello, D., Poggi, G., & Verdoliva, L. (2020).
Combining PRNU and noiseprint for robust and efficient device source
identification. EURASIP Journal on Information Security. https://doi.org/10.
1186/513635-020-0101-7

Crisan, D, Irimia, A, Gota, D., Miclea, L., Puscasiu, A, Stan, O, & Valean, H. (2021).
Analyzing Benford's law's powerful applications in image forensics.
Applied Sciences, 11(23), 1148. https://doi.org/10.3390/app112311482

Dalal, M., & Juneja, M. (2021). Steganography and steganalysis (in digital
forensics): a cybersecurity guide. Multimedia Tools and Application, 80,
5723-5771. https://doi.org/10.1007/511042-020-09929-9

Darmet, L, Wang, K, & Cayre, F. (2020). Weakly supervised adaptation to re-
sizing for image manipulation detection on small patches. In H. Wang,
X.Zhao, Y. Shi, H. Kim, & A. Piva (Eds.), Digital forensics and watermarking.
Cham: Springer International Publishing.

Davey, C. L, & Wootton, A. B. (2017). Prospects for EU-funded security research
—The ethics of impact outside the EU discourse. In C. Heinzelmann, & E.
Marks (Eds.), International Perspectives of Crime Prevention 9, Contributions
from the 10" Annual International Forum 2016 within German Congress on
Crime Prevention Forum Verlag Godesberg GmbH 2017, 171-196. https://
www.praeventionstag.de/nano.cms/vortraege/id/3340

De Ruyter, K. (1996). Focus versus nominal group interviews: a comparative
analysis. Marketing Intelligence & Planning, 14(6), 44-50. https://doi.org/10.
1108/02634509610131153

Delbecq, A. L, &Van de Ven, A. H. (1971). A group process model for problem
identification and program planning. The Journal of Applied Behavioral
Science, 7(4), 466-492. https://doi.org/10.1177/002188637100700404

Djebbar, F. (2021). Securing loT data using steganography: a practical imple-
mentation approach. Electronics, 10(21), 2707. https://doi.org/10.3390/
electronics10212707

Douglas, M., Bailey, K, Leeney, M., & Curran, K. (2017). An overview of steg-
anography techniques applied to the protection of biometric data.
Multimedia Tools and Applications, 77(13), 17333-17373. https://doi.org/
10.1007/511042-017-5308-3

Fernandes, C. S. (2022). Steganography and computer forensics—the art of
hiding information: a systematic review. ARIS2 Advanced Research on Infor-
mation Systems Security, 2(2), 31-38. https://doi.org/10.5639/aris2.v2i2.20

Ferndndez-Menduifa, S., & Pérez-Gonzalez, F. (2021). On the information leak-
age quantification of camera fingerprint estimates. EURASIP Journal on
Information Security. https://doi.org/10.1186/s13635-021-00121-6

Frattolillo, F. (2022). Digital copyright protection: focus on some relevant solu-
tions. International Journal of Communication Networks and Information
Security, 9(2), 282-293. https://doi.org/10.1776/ijcnis.v9i2.2425

Frick, R. A, Liu, H., & Steinebach, M. (2020). Detecting Double Compression and
Splicing using Benfords First Digit Law. In ARES "20 Proceedings of the 15th
International Conference on Availability, Reliability and Security. https://doi.
org/10.1145/3407023.3409200

Ghanmi, N., Nabli, C,, & Awal, A. M. (2021). CheckSim: a reference-based iden-
tity document verification by image similarity measure. In E. H. Barney
Smith & U. Pal (Eds.), Document analysis and recognition—ICDAR 2021
workshops. Cham: Springer International Publishing.

Gobel, T, & Baier, H. (2018). Anti-forensic capacity and detection rating of hid-
den data in the Ext4 filesystem. In G. Peterson & S. Shenoi (Eds.), Advances
in digital forensics XIV. Cham: Springer International Publishing.

Gobel, T, & Baier, H. (2019). Fishy—a framework for implementing filesystem-
based data hiding techniques. In F. Breitinger & I. Baggili (Eds.), Digital
forensics and cyber crime. Cham: Springer International Publishing.

Gragnaniello, D, Marra, F, Poggi, G., & Verdoliva, L. (2018). Analysis of Adver-
sarial Attacks against CNN-based Image Forgery Detectors. In 2018 267
European Signal Processing Conference (EUSIPCO), 967-971. https://doi.org/
10.23919/EUSIPCO.2018.8553560

Hegarty, M. T, & Keane, A. J. (2020). Modern Techniques for Discovering Digital
Steganography. In 21st European Conference on Cyber Warfare and Security.
https://arrow.tudublin.ie/engscheleart/348/

Hugé, J, & Mukherjee, N. (2018). The nominal group technique in ecology &
conservation: application and challenges. Methods in Ecology and Evolu-
tion, 9(1), 33-41. https://doi.org/10.1111/2041-210X.12831

Hughes, N, Ziemak, E., Martinez, C,, & Stout, P. (2021). Toward a cost-benefit
analysis of quality programs in digital forensic laboratories in the United
States. WIREs Forensic Science. https://doi.org/10.1002/wfs2.1422

Page 43 of 44

Hytonen, E, Trent, A, & Ruoslahti, H. (2022). Societal Impacts of Cyber Security
in Academic Literature: Systematic Literature Review. In T. Eze, N. Khan,

& C. Onwubiko (Eds.), Proceedings of the 21st European Conference on
Cyber Warfare and Security. Reading: Academic Conferences International
Limited, 86-93. https://doi.org/10.34190/eccws.21.1.288

Johnson, C,, & Davies, R. (2020). Using digital forensic techniques to identify
contract cheating: a case study. J Acad Ethics, 18, 105-113. https://doi.org/
10.1007/510805-019-09358-w

Kanwal, N, Asghar, M. N, Ansari, M. S., Fleury, M., Lee, B, Herbst, M., & Qiao, Y.
(2020). Preserving chain-of-evidence in surveillance videos for authenti-
cation and trust-enabled sharing. IEEE Access, 8, 153413-153424. https://
doi.org/10.1109/ACCESS.2020.3016211

Kao, D.Y, Wu, N. C, Tsai, F. (2019). The Governance of Digital Forensic Investiga-
tion in Law Enforcement Agencies. In 2019 215 International Conference on
Advanced Communication Technology (ICACT), 61-65. https://doi.org/10.
23919/ICACT.2019.8701995

Karampidis, K., Kavallieratou, E., & Papadourakis, G. (2018). A review of image
steganalysis techniques for digital forensics. Journal of Information
Security and Applications, 40, 217-235. https://doi.org/10.1016/jjisa.2018.
04.005

Keller, J., & Wendzel, S. (2021). Reversible and plausibly deniable covert chan-
nels in one-time passwords based on hash chains. Applied Sciences, 11(2),
731. https://doi.org/10.3390/app11020731

Kilts, S., Altschaffel, R, & Dittman, J. (2022). Hidden in Plain Sight — Persistent
Alternative Mass Storage Data Streams as a Means for Data Hiding With
the Help of UEFI NVRAM and Implications for IT Forensics. In IH&MMSec
"22 Proceedings of the 2022 ACM Workshop on Information Hiding and
Multimedia Security, 107-112. https://doi.org/10.1145/3531536.3532965

Kuppa, A, Grzonkowski, S., & Le-Khac, N. A. (2018). Enabling Trust in Deep
Learning Models: A Digital Forensics Case Study. In 2018 17th IEEE
International Conference On Trust, Security And Privacy In Computing And
Communications/ 12th IEEE International Conference On Big Data Science
And Engineering (TrustCom/BigDataSE), 1250-1255. https://doi.org/10.
1109/TrustCom/BigDataSE.2018.00172

Li, Z, Liu, F, & Bors, A. G. (2018). 3D steganalysis using laplacian smoothing at
various levels. In X. Sun, Z. Pan, & E. Bertino (Eds.), Cloud computing and
security. Springer International Publishing.

Martinez-Tornés, B., Boros, E., Doucet, A, Gomez-Kramer, P, Ogier, J. M., &
d’Andecy, V. P. (2023). Knowledge-based techniques for document fraud
detection: a comprehensive study. In A. Gelbukh (Ed.), Computational
linguistics and intelligent text processing CICLing 2019. Springer Nature
Switzerland.

Mazurczyk, W., Wendzel, S., Chourib, M., & Keller, J. (2019). Countering adaptive
network covert communication with dynamic wardens. Future Generation
Computer Systems, 94, 712-725. https://doi.org/10.1016/.future.2018.12.
047

Meden, B., Rot, P, Terhorst, P, Damer, N., Kuijper, A, Scheirer, W. J,, Ross, A., Peer,
P, & Struc, V. (2021). Privacy-enhancing face biometrics: a comprehen-
sive survey. IEEE Transactions on Information Forensics and Security, 16,
4147-4183. https://doi.org/10.1109/TIFS.2021.3096024

Megfas, D. (2020). Data hiding: New opportunities for security and privacy? In
Proceedings of the 2020 European Interdisciplinary Cybersecurity Conference
(EICC 2020). ACM, New York, USA, Article 15, (1-6). ACM, https://doi.org/10.
1145/3424954.3425511

Moher, D, Liberati, A, Tetzlaff, J,, Altman, D. G., & PRISMA Group (2009).
Preferred reporting items for systematic reviews and meta-analyses: the
PRISMA statement. PLoS medicine. 6(7); €1000097. https://doi.org/10.
1371/journalpmed.1000097

Neuner, S., Voyiatzis, A, Schmiedecker, M., & Weippl, E. R. (2017). Timestamp
hiccups: Detecting manipulated filesystem timestamps on NTFS. In
ARES 17 Proceedings of the 12th International Conference on Availability,
Reliability and Security, (33). https://doi.org/10.1145/3098954.3098994

Odebade, A, Welsh, T, Mthunzi, S., & Benkhelifa, E. (2017). Mitigating Anti-
forensics in the Cloud via Resource-Based Privacy Preserving Activity
Attribution. In 2017 Fourth International Conference on Software Defined
Systems, 143-149. https://doi.org/10.1109/5DS.2017.7939155

Page, M. J,, McKenzie, J. E,, Bossuyt, P. M., Boutron, I, Hoffmann, T. C, Mulrow, C.
D, Shamseer, L, Tetzlaff, J. M., Akl, E. A, Brennan, S. E,, Chou, R, Glanville, J.,
Grimshaw, J. M., Hrébjartsson, A, Lalu, M. M,, Li, T, Loder, E. W., Mayo-Wil-
son, £, McDonald, S., & Moher, D. (2021). The PRISMA 2020 statement: an


https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf
https://doi.org/10.1186/s13635-020-0101-7
https://doi.org/10.1186/s13635-020-0101-7
https://doi.org/10.3390/app112311482
https://doi.org/10.1007/s11042-020-09929-9
https://www.praeventionstag.de/nano.cms/vortraege/id/3340
https://www.praeventionstag.de/nano.cms/vortraege/id/3340
https://doi.org/10.1108/02634509610131153
https://doi.org/10.1108/02634509610131153
https://doi.org/10.1177/002188637100700404
https://doi.org/10.3390/electronics10212707
https://doi.org/10.3390/electronics10212707
https://doi.org/10.1007/s11042-017-5308-3
https://doi.org/10.1007/s11042-017-5308-3
https://doi.org/10.5639/aris2.v2i2.20
https://doi.org/10.1186/s13635-021-00121-6
https://doi.org/10.1776/ijcnis.v9i2.2425
https://doi.org/10.1145/3407023.3409200
https://doi.org/10.1145/3407023.3409200
https://doi.org/10.23919/EUSIPCO.2018.8553560
https://doi.org/10.23919/EUSIPCO.2018.8553560
https://arrow.tudublin.ie/engscheleart/348/
https://doi.org/10.1111/2041-210X.12831
https://doi.org/10.1002/wfs2.1422
https://doi.org/10.34190/eccws.21.1.288
https://doi.org/10.1007/s10805-019-09358-w
https://doi.org/10.1007/s10805-019-09358-w
https://doi.org/10.1109/ACCESS.2020.3016211
https://doi.org/10.1109/ACCESS.2020.3016211
https://doi.org/10.23919/ICACT.2019.8701995
https://doi.org/10.23919/ICACT.2019.8701995
https://doi.org/10.1016/j.jisa.2018.04.005
https://doi.org/10.1016/j.jisa.2018.04.005
https://doi.org/10.3390/app11020731
https://doi.org/10.1145/3531536.3532965
https://doi.org/10.1109/TrustCom/BigDataSE.2018.00172
https://doi.org/10.1109/TrustCom/BigDataSE.2018.00172
https://doi.org/10.1016/j.future.2018.12.047
https://doi.org/10.1016/j.future.2018.12.047
https://doi.org/10.1109/TIFS.2021.3096024
https://doi.org/10.1145/3424954.3425511
https://doi.org/10.1145/3424954.3425511
https://doi.org/10.1371/journal.pmed.1000097
https://doi.org/10.1371/journal.pmed.1000097
https://doi.org/10.1145/3098954.3098994
https://doi.org/10.1109/SDS.2017.7939155

Nicolas-Sanchez and Castro-Toledo Crime Science (2024) 13:11

updated guideline for reporting systematic reviews. Systematic Reviews.
https://doi.org/10.1186/513643-021-01626-4

Peng, J, &Tang, S. (2021). Covert communication over VoIP streaming media
with dynamic key distribution and authentication. /EEE Transactions on
Industrial Electronics, 68(4), 3619-3628. https://doi.org/10.1109/TIE.2020.
2979567

Phan-Ho, A. T, &R Retraint, F. (2022). A comparative study of bayesian and
dempster-shafer fusion on image forgery detection. IEEE Access, 10,
99268-99281. https://doi.org/10.1109/ACCESS.2022.3206543

Pickering, C, & Byrne, J. (2014). The benefits of publishing systematic quantita-
tive literature reviews for PhD candidates and other early-career research-
ers. Higher Education Research & Development. 33(3),534-548. https://doi.
0rg/10.1080/07294360.2013.841651

Prakash, V., Williams, A, Garg, L., Savaglio, C, & Bawa, S. (2021). Cloud and edge
computing-based computer forensics: challenges and open problems.
Electronics, 10(11), 1229. https://doi.org/10.3390/electronics10111229

Rajba, P, & Mazurczyk, W. (2021). Information hiding using minification. [EEE
Access, 9, 66436-66449. https://doi.org/10.1109/ACCESS.2021.3077197

Ramos Lopez, R, Almaraz Luengo, E., Sandoval Orozco, A. L, & Villalba, L. J. G.
(2020). Digital video source identification based on container’s structure
analysis. [EEE Access, 8, 36363-36375. https://doi.org/10.1109/ACCESS.
2020.2971785

Rusman, G, & Morozova, J. (2022). Legal analysis in forensic investigation. In N.
S. Malik, E. A. Gromova, S. Gupta, & B. Balusamy (Eds.), Legal analytics the
future of analytics in law. Chapman and Hall/CRC.

Schaffhauser, A, Mazurczyk, W., Caviglione, L., Zuppelli, M., & Hernandez-
Castro, J. (2022). Efficient detection and recovery of malicious powershell
scripts embedded into digital images. Security and Communication
Networks, 2022, 1-12. https://doi.org/10.1155/2022/4477317

Spiekermann, D,, Keller, J., & Eggendorfer, T. (2017). Towards covert channels
in cloud environments: a study of implementations in virtual networks.
In C. Kraetzer, Y. Q. Shi, J. Dittmann, & H. Kim (Eds.), Digital forensics and
watermarking IWDW 2017. Springer International Publishing.

Stoyanova, M., Nikoloudakis, Y., Panagiotakis, S., Pallis, E., & Markakis, E. K.
(2020). A survey on the internet of things (loT) forensics: challenges,
approaches, and open issues. I[EEE Communications Surveys & Tutorials,
22(2),1191-1221. https://doi.org/10.1109/COMST.2019.2962586

Stoykova, R, Andersen, S., Franke, K., & Axelsson, S. (2022). Reliability assess-
ment of digital forensic investigations in the Norwegian Police. Forensic
Science International: Digital Investigation, 40, 301351. https://doi.org/10.
1016/jfsidi.2022.301351

Szary, P, Mazurczyk, W., Wendzel, S., & Caviglione, L. (2022). Analysis of revers-
ible network covert channels. IEEE Access, 10, 41226-41238. https://doi.
org/10.1109/ACCESS.2022.3168018

Timmerman, D., Bennabhaktula, G. S., Alegre, E., & Azzopardi, G. (2021). Video
Camera Identification from Sensor Pattern Noise with a Constrained
ConvNet. In Proceedings of the 10th International Conference on Pattern
Recognition Applications and Methods (ICPRAM 2021), 417-425. https://doi.
0rg/10.5220/0010246804170425

Vander Laenen, F. (2015). Not just another focus group: making the case for
the nominal group technique in criminology. Crime Science. https://doi.
0rg/10.1186/540163-014-0016-z

Wadhwa, K, Barnard-Wills, D., & Wright, D. (2014). The state of the art in societal
impact assessment for security research. Science & Public Policy, 42(3),
339-354. https://doi.org/10.1093/scipol/scu046

Wilson-Kovacs, D., & Wilcox, J. (2023). Managing policing demand for digital

forensics through risk assessment and prioritization in England and wales.

Policing: A Journal of Policy and Practice. https://doi.org/10.1093/police/
paac106

Wu, L, Peng, Q, & Lemke, M. (2023). Research trends in cybercrime and cyber-
security: a review based on web of science core collection database.
International Journal of Cybersecurity Intelligence & Cybercrime, 6(1), 5-28.
https://doi.org/10.5230/0ZMB2721

Wu, T, Breitinger, F, & O'Shaughnessy, S. (2020). Digital forensic tools: recent
advances and enhancing the status quo. Forensic Science International:
Digital Investigation, 34, 300999. https://doi.org/10.1016/j fsidi.2020.
300999

Yari, I. A, & Zargari, S. (2017). An Overview and Computer Forensic Challenges
in Image Steganography. In 2017 IEEE International Conference on Internet
of Things (iThings) and IEEE Green Computing and Communications (Green-
Com) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE

Page 44 of 44

Smart Data (SmartData), 360-364. https://doi.org/10.1109/iThings-Green
Com-CPSCom-SmartData.2017.60

Publisher’s Note
Springer Nature remains neutral with regard to jurisdictional claims in pub-
lished maps and institutional affiliations.


https://doi.org/10.1186/s13643-021-01626-4
https://doi.org/10.1109/TIE.2020.2979567
https://doi.org/10.1109/TIE.2020.2979567
https://doi.org/10.1109/ACCESS.2022.3206543
https://doi.org/10.1080/07294360.2013.841651
https://doi.org/10.1080/07294360.2013.841651
https://doi.org/10.3390/electronics10111229
https://doi.org/10.1109/ACCESS.2021.3077197
https://doi.org/10.1109/ACCESS.2020.2971785
https://doi.org/10.1109/ACCESS.2020.2971785
https://doi.org/10.1155/2022/4477317
https://doi.org/10.1109/COMST.2019.2962586
https://doi.org/10.1016/j.fsidi.2022.301351
https://doi.org/10.1016/j.fsidi.2022.301351
https://doi.org/10.1109/ACCESS.2022.3168018
https://doi.org/10.1109/ACCESS.2022.3168018
https://doi.org/10.5220/0010246804170425
https://doi.org/10.5220/0010246804170425
https://doi.org/10.1186/s40163-014-0016-z
https://doi.org/10.1186/s40163-014-0016-z
https://doi.org/10.1093/scipol/scu046
https://doi.org/10.1093/police/paac106
https://doi.org/10.1093/police/paac106
https://doi.org/10.5230/OZMB2721
https://doi.org/10.1016/j.fsidi.2020.300999
https://doi.org/10.1016/j.fsidi.2020.300999
https://doi.org/10.1109/iThings-GreenCom-CPSCom-SmartData.2017.60
https://doi.org/10.1109/iThings-GreenCom-CPSCom-SmartData.2017.60

	Uncovering the social impact of digital steganalysis tools applied to cybercrime investigations: a European Union perspective
	Abstract 
	Background 
	Aim 
	Methods 
	Results 
	Conclusions 

	Introduction
	A systematic review of the specialised literature on societal impact of steganalysis tools
	Data and methodology
	Data sources and search strategy
	Inclusion and exclusion criteria
	Filtering stages and quality assessment
	Data extraction strategy

	Quantitative results

	An evaluation (through mixed methods) of social benefits and challenges of steganalysis tools
	Methodology of nominal groups
	Nominal group results on social benefits of steganalysis tools
	Nominal group results on social challenges of steganalysis tools

	Discussion and conclusions
	Appendix I
	Acknowledgements
	References


